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Abstract: The generation quality of service function vectors in the existing Web category recommendation methods
is not high. Most methods lack the consideration of label association. It may lead to inaccurate classification. To solve
the above problems, this paper proposes a Web service category recommendation method with keyword semantic
enhancement and label co-occurrence. TextRank is used to extract the keywords in the service description. The
keyword vector and the service description vector generated by Bert are concatenated to enhance the semantic
features of the service function vectors. With the help of the co-occurrence relationship of labels, a label co-occurrence
graph is constructed, and Node2Vec is used for node embedding representation. The rationality of multi-label
classification combination is improved by incorporating the co-occurrence degree of label combination. Real data

in Programmable is used for label recommendation. Experiments show that the proposed method is superior to

the comparison methods in terms of precision and recall rate. Thus, the proposed method effectively improves the
accuracy and rationality of Web service category recommendation. © 2023 IEEE.
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Abstract: The spurring demand of wireless communication services leads to a more crowded and overlapped
spectrum, and the consequent increasing of the background noise and interference make the spectrum sensing in
low signal-to-noise ratio (SNR) conditions a practical and challenging issue. To improve the performance of traditional
energy detector at low SNR, a new energy detector using adaptive bistable stochastic resonance (ABSR) technique

is investigated. By studying the response mechanism of nonlinear bistable system, the ABSR system is realized by
bistable system parameters self-adaptive adjustment, and it assures the SNR improvement of received signals by the
cooperative resonance effect of ABSR system. Encouraged by the excellent SNR gain characteristics of the ABSR
technique, the ABSR-based energy detector is constructed by introducing the ABSR system as the preprocessing unit
of traditional energy detector. Both the theoretical analyses and experiment results validate that approximately 7dB
detection performance improvement of the ABSR-based detector when compared with the traditional energy detector
at low SNR. © 2023 IEEE.
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Abstract: Grant-free non-orthogonal multiple access (GF-NOMA) technology shows promise in serving massive
machine-type communication (mMTC) Internet-of-Thing (loT) users, thanks to its low signaling and transmission
overhead. Nonetheless, GF-NOMA technology suffers from severe collisions due to the absence of grants, leading to
incorrect decoding and transmission inefficiency. To reduce collisions in the GF-NOMA system, we propose a hybrid
framework that incorporates Sparse Code Multiple Access (SCMA) in the power domain non-orthogonal multiple
access (PD-NOMA) system. This framework classifies users into two different groups based on their power levels.
One group of users employs SCMA, distinguishing themselves from each other using their respective codebooks.
The other group consists of traditional users utilizing orthogonal frequency-division multiplexing (OFDM). By adopting
this approach, we can utilize the same amount of spectrum resources as in traditional PD-NOMA while increasing the
number of contention transmission units (CTUSs) to reduce the probability of collisions. Simulation results indicate that
our proposed framework achieves a higher decoding success rate compared to traditional PD-NOMA. © 2023 IEEE.
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Abstract: Function-as-a-Service (FaaS), as a cloud computing service, builds, runs, and manages application
packages directly in a functional way, greatly improving development and delivery efficiency, and is a major trend in
the future development of cloud services. However, FaasS is executed via event-driven execution and has a cold-start
problem at runtime. Most of the existing research focuses on function runtime optimization and ignores cold start time.
For business scenarios with high real-time requirements, prolonged cold starts can affect business results. Therefore,
cold-start optimization is particularly important for the application of function computing in latency-sensitive scenarios.
To reduce the impact of cold start latency on services, this paper proposes a memory configuration to reduce cold
start. Firstly, a memory-cost model is constructed based on memory resource rules and service computation time rules,
and the model is optimized using a gradient descent algorithm. The results of large-scale simulations show that the
memory selection scheme proposed in this paper can reduce the cold start latency by about 25% compared to the
memory selection of conventional function services in existing cases. © 2023 IEEE.
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5. Resisting Membership Inference Attacks by Dynamically Adjusting Loss Targets
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Abstract: Machine learning (ML) models are susceptible to membership inference attacks (MIAs), which aim to infer
whether a particular sample was involved in model training. Previous research suggests that the difference in loss
distribution between member and non-member sample is an essential factor of MIAs. In the latest mitigation strategies
to reduce the loss distribution discrepancy, the model owner must manually set a loss target for the training task.
However, this can be challenging due to differences in datasets and model structures. We propose a new mitigation
strategy based on existing studies, which can dynamically adjust the loss target during the training process according
to the model structure and dataset characteristics, to achieve a reduced loss gap. We extensively evaluated our
strategy in white-box and black-box environments, respectively. Our experimental results show that our approach
avoids the problem of setting loss targets and even improves the model's resistance to attacks in most cases.
Specifically, the accuracy of the attacks is reduced by an average of 4.92% and 11.3% in the black-box and white-box
environments, respectively. © 2023 IEEE.
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Abstract: In order to adapt to the rapid development of information technology in the digital age, it is necessary to
build a general cryptographic service delivery capability to provide security protection for data exchange in various
scenarios.Cryptographic services need to be combined with a variety of complex cryptographic technologies to
establish a secure foundation. At the same time, the efficiency of implementation must be guaranteed. In order to
meet this demand, a micro-unit cryptographic service framework is proposed. Based on microservices, plug-in, service
engine and other technologies, a micro-unit crypto service platform supporting functional reconfiguration is designed.
The programmable micro-unit crypto component can generate service links according to the quality of service, and
provide flexible access methods for crypto service. The crypto function of the client and the server can be divided into
fine-granularity units, which can be combined into a more flexible crypto system which can adapt to the rapid change
of security requirements and deal with new security threats. Based on this framewaork, crypto service providers can
quickly establish a scalable crypto service system that can adapt to various scenarios, meet different security levels
and be easily expanded. © 2023 IEEE.
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Abstract: Currently, the privacy protection technology of blockchain is not mature enough, such as user data leakage
and lack of anonymity exist, and these problems are especially serious when conducting cross-chain transactions.

In this paper, we propose a method of cross-chain transactions based on zk_ SNARKSs in a trusted environment

for cross-chain transactions for privacy protection. Cross-chain transactions are performed through the features of
zk_SNARKSs such as efficiency, privacy, and verifiability. zk SNARKSs needs to generate trusted settings with the
help of a third party during the transaction, and the process has serious privacy issues, and the private parameters
generated during the transaction may be maliciously attacked and thus obtained by attackers. To address this problem,
we use a hardware technology SGX for trusted computing to encrypt and store some private parameters generated
by zk_SNARKS, thus ensuring the security of cross-chain transactions. The experimental results show that the privacy
protection scheme using SGX for cross-chain transactions takes less time than the traditional transaction privacy
protection, with a verification time of 1.2s for a number of 10 sidechains, and is more efficient than the traditional cross-
chain transaction privacy protection. © 2023 IEEE.
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Abstract: Unmanned Aerial Vehicles (UAVS) have been studied in Mobile Edge Computing (MEC) networks in
many researches due to their distinctive advantages, especially in emergency and dynamic scenarios. In this paper,
we propose a UAV-assisted MEC system in the disaster scenario, where the UAVs are deployed to undertake the
computing and relaying tasks. To ensure the freshness of data as well as the energy efficiency of the system, we

jointly minimize the Age of Information (Aol) of the User Equipment (UE) and the energy consumption of the UAVs
by optimizing the UAVS' trajectories and the offloading strategies. The non-convex optimization problem is solved

in two steps: firstly we propose a Multi-Agent Deep Reinforcement Learning (MADRL) based algorithm to find the
optimal trajectory, and then we use a traversal-based algorithm to optimize the offloading policy greedily. Numerical
simulations are carried out to verify the validity of the proposed algorithm. It is shown that it has better performance
than the baseline algorithms, and is highly reliable in random environments. © 2023 IEEE.
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Abstract: In recent years, under the trend of training models in big data, Few-shot learning (FSL) which aims to learn
models to solve problems with a few samples has also achieved good results on many data sets. In fact, acquiring
high-quality training samples is expensive in many aspects, but FSL can save the overhead costs. Among FSL models,
the PET model combines semi-supervised learning, prompt learning and knowledge distillation based on the pre-
training language model. However, in fine-turning the PET model has the disadvantages that consumes a lot of
resources and time and requires heavy costs of storage for model preservation. Therefore, this paper proposes the B-
pet model, which freezes most of the training parameters and only trains bias parameters during fine-turning process,
significantly reducing the storage consumption of the model for downstream tasks. We used six data sets with tau

=10 50 100 and three different data training models respectively. The results show that four data sets on the B-pet
model performed better than original PET model training. It is obvious that in the memory-constrained environment
deployment, multitasking fine-tunes models have practical value. It also proved that most semi-supervised models with
fixed parameters are realizable. © 2023 IEEE.
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Abstract: Fuzz testing is one of the most direct and effective automated vulnerability mining methods. The latest
approach in vulnerability mining related to protocols specified based on ASN.1 such as the Radio Resource Control
(RRC) protocol is to compile a large number of manually constructed malformed ASN.1 schema and then generate
messages based on these schemas thus fuzz testing the protocol. However, this approach is relatively simple and
the seed construction way is not effective enough, which can affect the efficiency and effectiveness of the fuzz
testing. Therefore, some works proposed to implement fuzz testing by extracting an abstract syntax tree (AST), which
mutates messages on the intermediate format to trigger deeper logic. Inspired by this, this paper proposes a fuzz
testing method for RRC protocols based on ASN.1 UPER encoding details, extracting the ASN.1 syntax tree at the
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intermediate level and placing the mutation after compiling the ASN.1 schema. This reduces the mutation message
construction time and space on the one hand, and enables the mutation to cover more fields on the other. © 2023
IEEE.
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Abstract: With the continuous development of the Industrial Internet of Things (Il0T), more and more private data from
[loT devices is being outsourced to the cloud, and ensuring data privacy is becoming increasingly urgent. Attribute-
based additive technology is gradually used in lloT. However, attribute-based encryption technology will produce a lot
of computing costs, which can not be satisfied by resource-constrained devices. Therefore, in the environment of edge
support, some operations of encryption and decryption can be outsourced to edge nodes to reduce the computing cost
of data owners. In this paper, we propose a verification-supported outsourcing attribute-based encryption scheme,
which outsources part of the encryption operation and part of the decryption operation to the edge node, and adds the
verifiable function to ensure that the ciphertext returned by the edge node is correct. And we analyze the security of
the scheme. Experimental results show that the proposed scheme is more effective than the traditional scheme for
resource-constrained IloT devices. © 2023 IEEE.
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Abstract: With continuous development of software architecture, system has changed from single architecture

to microservice multi-cluster architecture, and containerization technology has also been developed to solve the
increasingly complex deployment model of microservice architecture. Compilation, packaging, image production,
deployment, and upgrading during the software release process are inefficient due to manual processing. Although
there are many researches on software architecture, containerization technology, construction technology, but they
are relatively independent, and there are few comprehensive plans that combine these technologies together to
improve overall efficiency. This paper takes software deployment and management of the containerized multi-instance
system as the research object, and proposes a construction plan of operation and maintenance platform. We designed
a concise comprehensive experimental platform integrating software development, software construction, image
production, system deployment, system operation and maintenance and upgrade. Through the construction and
testing of the actual platform environment, the utility and stability of the platform are verified, improved software release
efficiency. At the same time, the solution is simple and easy to manage, it can meet the general software operation and
maintenance requirements in most scenarios. © 2023 IEEE.

Number of references: 11

Main heading: Efficiency

Controlled terms: Cluster computing - Computer software maintenance - Containers - Software architecture -
Software design - Software testing

Uncontrolled terms: Architecture designs - CI/CD - Code management - Construction technologies -
Containerized deployment - Image production - Novel construction - Operations and maintenance - Software
release - Software upgrades

Classification code: 722.4 Digital Computers and Systems - 723 Computer Software, Data Handling and Applications
- 723.1 Computer Programming - 723.5 Computer Applications - 913.1 Production Engineering

DOI: 10.1109/NaNA60121.2023.00116

Compendex references: YES

Database: Compendex

Content provided by Engineering Village. Copyright 2023 Page 10 of 97


http://www.engineeringvillage.com

- www.engineeringvillage.com
) Detailed results: 115

Downloaded: 11/30/2023

Data Provider: Engineering Village
Compilation and indexing terms, Copyright 2023 Elsevier Inc.

13. Joint Deployment of LAU and HAU for Hierarchical Space-Air-Ground Communications

Accession number: 20234715078012

Authors: Mo, Jiang (1); Zhao, Ke (1); Peng, Limei (1)

Author affiliation: (1) School of Computer Science and Engineering, Kyungpook National University, Deagu, Korea,
Republic of

Corresponding author: Peng, Limei(aurorapIm@knu.ac.kr)

Source title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023
Abbreviated source title: Proc. - Int. Conf. Netw. Netw. Appl., NaNA

Part number: 1 of 1

Issue title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023

Issue date: 2023

Publication year: 2023

Pages: 133-137

Language: English

ISBN-13: 9798350327380

Document type: Conference article (CA)

Conference name: 2023 International Conference on Networking and Network Applications, NaNA 2023
Conference date: August 18, 2023 - August 21, 2023

Conference location: Qingdao, China

Conference code: 193846

Publisher: Institute of Electrical and Electronics Engineers Inc.

Abstract: Unmanned aerial vehicles (UAVS) are becoming increasingly crucial in facilitating flexible and on-demand
wireless connections in 5G and beyond (B5G) communication systems. This paper examines the joint deployment of
Low Altitude UAVs (LAUs) and High Altitude UAVs (HAUs) within a four-tier Space-Air-Ground (SAG) communication
system, which comprises ground IoT nodes, LAUs, HAUs, and satellites organized in a hierarchical structure, with the
objective of achieving efficient and reliable transmission. The communication between an 10T node and the satellite in
the SAG system occurs through a cascading wireless channel, involving sequential connections from the 0T node to
the LAU, HAU, and satellite. The minimal data capacity among the links of a cascading channel becomes a bottleneck
for communication. Therefore, it is essential to avoid significant rate differences among the cascading channel links
and ensure a similar data rate across all links to maximize resource utilization efficiency. In this context, we propose a
joint optimization of the deployment of LAUs and HAUs to maximize the minimum data capacity of links on a cascading
channel. Specifically, we present a Particle Swarm Optimization (PSO) algorithm to achieve this goal. Simulation
results demonstrate that the proposed PSO algorithm, which jointly optimizes the deployment of LAUs and HAUSs,
outperforms scenarios where LAUs and HAUs are deployed in fixed positions. © 2023 IEEE.
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14. UD-YOLOVv5s: Recognition of Cattle Regurgitation Behavior Based on Upper and Lower
Jaw Skeleton Feature Extraction
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Abstract: Rumination is a crucial indicator for evaluating the health status of ruminants. However, Traditional contact
devices, including ear tags and pressure sensors, may raise animal welfare concerns while detecting rumination
behavior. Deep learning provides robust support for non-contact rumination behavior recognition through the training
of datasets using neural networks. This paper presents a novel bovine rumination recognition method called UD-
YOLOVv5s, which combines YOLOv5s with upper and lower jaw skeleton feature extraction techniques. Firstly, a
skeleton feature extraction method is proposed for the upper and lower jaws based on skeleton heatmap descriptors
and the Kalman filter algorithm. Secondly, the UD-YOLOv5s method is designed for rumination recognition. Finally, a
self-built bovine rumination dataset is used to compare the performance of three deep learning techniques, including
MEAN-SHIFT, MASK-RCNN, and YOLOV3, with correlations. The results of the ablation experiment demonstrate that
UD-YOLOV5s achieves a precision of 98.25%, recall of 97.75%, and a mean average precision of 93.43%. To ensure
fairness, we conducted generalization performance-e evaluation in a controlled experimental environment, which
showed that UD-YOLOV5s converge faster than other models while maintaining comparable recognition ac-curacy.
Furthermore, our study demonstrates that when convergence speed is equal, UD-YOLOV5s outperforms other models
in terms of recognition accuracy. Our findings provide robust support for the identification of cattle rumination behavior.
© 2023 |IEEE.
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Abstract: Strong physical unclonable function (PUF) is a low-cost hardware security primitive to protect Internet-

of-Things (loT) devices. However, it may be attacked by machine learning (ML). Various PUF models designed in

complex structures, such as nonlinearity or challenge-response pair (CRP) obfuscation, have been presented to

combat these risks. However, these methods mainly increase area overhead, and the prediction rate is still very

high. Therefore, this paper proposes a structure obfuscated PUF hamed SO-PUF. Our proposal derives from the

configurable ring oscillator (CRO) PUF. The CRO can be transformed into two different structures depending on the

challenges by randomly deleting one of the two NOT gates in each stage. Thus, half of the CRPs generated by SO-

PUF are invalid, which will confuse the attackers. We have implemented and verified the performance of SO-PUF on

the Xilinx-6XC6SLX25 microboard. Experimental results show that compared with the dual-mode PUF, the SO-PUF

improves uniqueness by 0.71 %, temperature reliability by 38.4 %, and voltage reliability by 1.92 %. In addition, the

SO-PUF also reduces the prediction rates of LR, SVM, and ANN modeling attacks by 0.26 %, 0.38 %, and 5.62 %,

respectively. The results prove that SO-PUF has better resistance to ML attacks than dual-mode PUF. © 2023 IEEE.
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Abstract: With the development of deep learning technology and the application of large-scale models, high training
costs and a large number of model parameters have become bottlenecks that limit technological development. To
address these issues, existing model distillation techniques can transfer knowledge from large models to small models,
reducing the model size and computational resource consumption while maintaining high performance. However,
existing research has overlooked the privacy protection of input data and large models during the distillation process.
In practical scenarios, the entities who train student models and own teacher models may be different institutions or
countries, and how to protect the privacy of training data and teacher models is a challenge facing cross-institutional
distillation learning. To solve this problem, this paper proposes a privacy-preserving model distillation method
combining random masking and threshold encryption systems. We introduce noise based on random masking into
training data and encrypt the output of the teacher model, ensuring the privacy of the input data and teacher model
while ensuring the performance of the distilled student model. We rigorously prove the security and correctness of
the scheme in theory and validate its effectiveness through experiments. The experimental results show that the
student model trained after data protection has a similar classification performance to the student model in the original
distillation learning. © 2023 IEEE.
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Abstract: UAVs have been widely used in various fields such as emergency rescue and disaster relief, weather
detection, scientific research measurement, aerial surveying and mapping, and military reconnaissance. The concept
of unmanned aerial vehicle (UAV) swarm is proposed and used, which solves the disadvantages of a single unmanned
aerial vehicle with small load and weak information processing and storage capabilities. UAV swarms integrate
computing resources and storage resources through the interconnection of individual UAVs, effectively improving the
load capacity and information storage capabilities of unmanned swarms. However, there are many uncertain privacy
issues in the use of UAV clusters. UAVs are at risk of being damaged, lost and captured, and the data stored on
UAVs will be leaked. Therefore, it is necessary to build a safe storage scheme for unmanned swarm data to ensure
that the data of unmanned swarms can be stored and used safely. This paper proposes a UAV cluster data security
storage scheme based on distributed storage. Each UAV acts as a storage node to build an interstellar file system for
distributed storage and shared files. UAV clusters use this system to encrypt and protect data, redundant fragmentation
and distributed storage to realize the concealment and confidentiality of distributed storage and sharing of UAV cluster
data. Ensure the integrity of data and enhance the invulnerability of safe storage of UAV cluster data. © 2023 IEEE.
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Abstract: Nowadays, in the era of big data with rich sources of information, machine learning technologies are
developing rapidly, and they are widely used in areas such as medical treatment, genomic prediction, spam detection,
face recognition, and financial prediction. As a classification model in machine learning, the logistic regression model
has become an industrial focus due to the simplicity and efficiency of algorithms. In this context, the 'model as a
service' business model has emerged. Specifically, companies with expertise and large-scale training data provide
high-quality models to provide reasoning services for users. However, in machine learning classification models, it is
important that feature data and inference models remain private. In view of this problem, the existing privacy inference
technology considers that the single user has all the feature data, while the feature data of some scenarios exist
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between multiple users in the form of segmentation. In this paper, based on the fully homomaorphic encryption CKKS
scheme and the secure computing technology, this paper designs a privacy logic regression inference scheme suitable
for multi-party data combination, which can simultaneously protect the model privacy of the server side, the data
feature privacy of each user and the access rights of the inference results. Finally, experimental tests of the designed
scheme are performed to verify its high performance. © 2023 IEEE.
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Abstract: In mobile health (mHealth), people's personal health records (PHRs) will be captured in real time. It will be
managed by the cloud server and shared to authorized users. This will enable people to enjoy more timely medical
services. The confidentiality and unauthorized access of PHRs is guaranteed by the attribute set encryption (CP-
ABE) with ciphertext policy. However, existing CP-ABE schemes not only face heavy computation cost and storage
overhead, but also once the data user's key is leaked, all the data that can be decrypted by that user will also be
leaked. It is a huge challenge to ensure the forward security of data. Most of the existing solutions only support
coarse-grained data protection and cannot solve the problem of excessive computation cost and storage overhead.
In this paper, based on the enhanced Policy-based Puncturable Encryption (P- PUN-ENC) primitive and and-gate
access structure,we propose an efficient fine-grained forward secure encryption scheme based on attributes, named
EFFS-CP-ABE. In EFFS-CP-ABE, data users are able to protect the corresponding data on the cloud in a policy-
based manner accurately and permanently. In addition, to solve the problem of decryption cost in our solution, we
combine the decryption outsourcing technique with our scheme. This allows the decryption process of our solution to
be performed only 7 times with bilinear mapping. Also the length of the ciphertext of our scheme is constant. Extensive
simulation results and performance evaluations demonstrate the safety, effectiveness and practicality of the EFFS-CP-
ABE scheme. © 2023 |IEEE.
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Abstract: As a kind of distributed machine learning, federated learning allows each party to upload local model
parameters instead of sensitive data to train a more accurate global model collaboratively. However, since it turns
out that the original training data can be inferred by intercepting and analyzing the passed model parameters, local
differential privacy is introduced into the federated learning to provide robust privacy guarantees and high efficiency.
At present, most existing approaches prefer to adjust the perturbation domain range of the model parameters only
according to the privacy budget, which is difficult to ensure the accuracy of the model under the condition of limited
privacy budget or fewer participating clients, resulting in low usability and practicability of the global model. To tackle
this, we propose a locally differential private federated learning with controllable perturbation domains. First, we design
a local differential privacy mechanism, which generates three perturbation domains centered on the true value. The
range and perturbation probability of each perturbation domain are adjusted by controlling two factors, the privacy
budget and the unit size of the perturbation domain. Specially, the true value is mapped to the center perturbation
domain with a large probability and to the two-side perturbation domains with a small probability. Second, to ensure
the training process of federated learning is protected from inference attacks, we apply the designed mechanism

to the transmission of parameters in federated learning. Finally, we analyze and prove the privacy and utility of

the mechanism in detail, and conduct comparative experiments in terms of accuracy on three standard datasets.
Theoretical and experimental results show that the proposed approach outperforms other state-of-the-art approaches.
© 2023 |IEEE.
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Abstract: With the blooming of information technology and network applications/services, emerging multi-access edge
computing (MEC) and in-network computing (INC) are regarded as key computing paradigms to support time-sensitive
tasks and requests by task offloading. Existing studies concerning task offloading seldom considered the combinations
of MEC, INC, and cloud computing. In this paper, we explore INC-enhanced task offloading in MEC networks and
design a three-layer task offloading network architecture, which consists of not only user equipment, edge servers,
and cloud, but also network elements like routers/switches. We focus on reducing the system latency and energy
consumption (EC) and formulate the optimization problem as minimizing the weighted sum of these two indicators. To
solve this problem, we propose a deep reinforcement learning-based framework and creatively map the actions of the
agent to the offloading policies and resource allocation strategies for determining these two indicators simultaneously.
Simulation results show that the proposed INC-enhanced task offloading framework achieves fast convergence speed
with double deep Q-network and outperforms other baselines in reducing the system latency and EC. © 2023 IEEE.
Number of references: 19

Main heading: Reinforcement learning

Controlled terms: Deep learning - Edge computing - Energy utilization - Network architecture - Network layers
Uncontrolled terms: Deep reinforcement learning - Edge computing - In networks - In-networking computing -
Multiaccess - Network computing - Reinforcement learnings - System energy - System latency - Task offloading
Classification code: 461.4 Ergonomics and Human Factors Engineering - 525.3 Energy Utilization - 722.4 Digital
Computers and Systems - 723 Computer Software, Data Handling and Applications - 723.4 Atrtificial Intelligence

DOI: 10.1109/NaNA60121.2023.00054

Funding Details: Number: 346208,352428, Acronym: AKA, Sponsor: Academy of Finland;

Funding text: ACKNOWLEDGMENTS This research work is partially supported by the Business Finland 6Bridge
6Core project under Grant No. 8410/31/2022, the Academy of Finland 6G Flagship program under Grant No. 346208,
and the Academy of Finland IDEA-MILL project under Grant No. 352428.

Compendex references: YES

Database: Compendex

Data Provider: Engineering Village

Compilation and indexing terms, Copyright 2023 Elsevier Inc.

Content provided by Engineering Village. Copyright 2023 Page 18 of 97


http://www.engineeringvillage.com

- www.engineeringvillage.com
) Detailed results: 115

Downloaded: 11/30/2023

22. Requirements and Potential Key Technologies of Security for 6G Mobile Network
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Abstract: It is anticipated that the 6th Generation (6G) mobile network security does not only solve the security
problems posed by new technologies, services, and applications, but also presents endogenous feature which is
different from the patching or plug-in feature appearing in the traditional networks. Based on the features of 6G
network, this paper analyzes 6G network security scenarios and security challenges, and then puts forward 6G security
requirements including enhanced trust, resilient autonomy, digital twin security, ubiquitous security. Finally the key
network security technologies and their applications are studied to provide reference for the development of 6G
network security. © 2023 IEEE.

Number of references: 12

Main heading: Network security

Controlled terms: 3G mobile communication systems - Cryptography - Mobile security - Queueing networks -
Wireless networks

Uncontrolled terms: 6th generation - Digital twin security - Key technologies - Networks security - New
applications - New services - Security problems - Security requirements - Technology application - Technology
service

Classification code: 716 Telecommunication; Radar, Radio and Television - 716.3 Radio Systems and Equipment -
722.3 Data Communication, Equipment and Techniques - 723 Computer Software, Data Handling and Applications -
723.2 Data Processing and Image Processing

DOI: 10.1109/NaNA60121.2023.00008

Compendex references: YES

Database: Compendex

Data Provider: Engineering Village

Compilation and indexing terms, Copyright 2023 Elsevier Inc.

23. An Efficient and Scalable Consensus for Main Blockchain in the Multi-Chain Network

Accession number: 20234715078088

Authors: Zhuang, Xinlu (1); Xiao, Zeyu (1); Qin, Haoping (1); Ge, Yunjie (1)

Author affiliation: (1) Ministry of Education, School of Cyber Science and Engineering, Wuhan University, Key
Laboratory of Aerospace Information Security and Trusted Computing, Wuhan, China

Corresponding author: Zhuang, Xinlu(xinluzhuang@whu.edu.cn)

Source title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023
Abbreviated source title: Proc. - Int. Conf. Netw. Netw. Appl., NaNA

Part number: 1 of 1

Issue title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023
Issue date: 2023

Publication year: 2023

Pages: 365-371

Language: English

ISBN-13: 9798350327380

Document type: Conference article (CA)

Conference name: 2023 International Conference on Networking and Network Applications, NaNA 2023

Content provided by Engineering Village. Copyright 2023 Page 19 of 97


http://www.engineeringvillage.com

- www.engineeringvillage.com
) Detailed results: 115

Downloaded: 11/30/2023

Conference date: August 18, 2023 - August 21, 2023

Conference location: Qingdao, China

Conference code: 193846

Publisher: Institute of Electrical and Electronics Engineers Inc.

Abstract: While blockchain technology has gained significant popularity and adoption, auditing the legitimacy of
on-chain transactions continues to present complex technical challenges. To address the challenge of auditing the
legitimacy of on-chain transactions in multi-chain systems, this paper proposes an Auditing-Service Multi-Chain
architecture that utilizes a new Auditing Chain to facilitate cross-chain auditing of transactions across multiple
Service Chains. However, the performance of the consensus mechanism of the Auditing Chain is limited under the
increasing number of Service Chains and transaction volumes. To overcome the shortcomings of the Auditing Chain's
consensus mechanism, this paper introduces a new consensus that employs a sliding window approach to determine
the consensus nodes' membership and automatically selects the leader node. Moreover, the communication tree
structure is utilized in the broadcast phase to optimize the network overhead in the consensus stage. Additionally,
this paper applies the CoSi collective signature protocol to streamline the consensus process and enhance the
throughput and scalability of the Auditing Chain. The experimental results demonstrate that the proposed consensus
mechanism satisfies the performance requirements of the Auditing-Service Multi-Chain architecture in a local test
network environment. © 2023 |IEEE.
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Abstract: Network coding allows network Intermediate nodes to encode on top of data forwarding, which can improve
network transmission efficiency, robustness and security. However, traditional nonlinear network coding suffers from
the problems of coding and decoding complexity and implementation difficulties, while the real network environment
is often nonlinear. Machine learning-based network coding utilizes neural networks and activation functions for coding
and decoding, which solves the complexity and implementation difficulties of traditional nonlinear network coding,
where activation functions, as the main factor for introducing nonlinearity, are crucial for machine learning-based
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network coding. In this paper, the basic ReLU and Sigmoid-type activation functions are chosen to investigate their role
by transmitting information over a butterfly network. Firstly, it is pointed out that the presence of activation functions

in the absence of noise interference at intermediate nodes can cause compression or loss of coded information,
Secondly, the theorem of the role of noise on the activation function is derived in the case of noisy interference at
intermediate nodes. Based on this theorem, it is concluded that the ReLU activation function has a better transmission
effect when the interference is small, and the Sigmoid activation function has a better transmission effect when the
interference is large; meanwhile, it is pointed out that the anti-noise performance of the Sigmoid activation function is
better than that of the ReLU activation function. © 2023 IEEE.
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Abstract: Under the multi-cloud environment of mobile communication networks, unattended terminals would possibly
be involved in different tasks. For the network security, terminals should be authenticated by cloud service providers
(CSPs) before being involved in various tasks. As a new cryptology primitive, Physical Unclonable Function (PUF)
can be served as a trusted root for unattended terminals and provide security property against physical attacks, based
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on which physical secure authentication can be executed. However, applying the PUF directly to the multi-cloud
environment caused the authentication scheme to rely on the storage of the primitive challenge-response pairs, and
there was a single point of failure problem. To solve these issues, we propose an authentication and key agreement
scheme named RSOPM for secure authentication between terminals and CSPs. Specifically, mutual authentication
without the storage of the primitive challenge-response pairs on the cloud is enabled by exploiting the trapdoor collision
property of the chameleon hash function. Moreover, the redactable blockchain containing distributed registration
information makes a terminal register only once, and then the terminal gains access to the various CSPs. The security
properties are discussed to show our scheme resists various attacks. The results of experiments show that the overall
delay is reduced by 33 % compared to other multi-cloud authentication schemes. © 2023 IEEE.
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Abstract: 5G terminal access denial-of-service attack is one of the more common types of 5G signaling network
attacks. It manifests itself as a large number of abnormal access requests occupying core network resources. Normal
requests cannot obtain resources, resulting in unstable network services, and users will be unable to connect or drop
connections, eventually leading to frequent terminal takeoffs and landings. This paper proposes a formal modeling
scheme for a 5G terminal access denial-of-service attack. The attack principle is analyzed, a defense scheme is
designed and modeled, and analyzed, and then quantitative experiments are conducted, and the experimental results
show the effectiveness of the defense scheme. © 2023 IEEE.
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Abstract: Detecting malicious attacks in normal network traffic is critical to network security. Traditional traffic
identification methods often struggle to capture the complex communication patterns in network traffic, hindering their
effectiveness. We introduce GraphMal, a framework utilizing Graph Neural Networks (GNNs) for the identification of
malicious traffic. This approach effectively exploits network topology and traffic characteristics to improve performance.
We first apply Pearson's correlation coefficient and random forest approaches to effectively reduce the dimensionality
of the dataset. Then, the E-GraphSAGE algorithm is used to extract salient features from the traffic topology graph and
construct a robust graph classifier. Additionally, the focal loss function is used to solve the data imbalance problem.
Experiments conducted on the UNSW-NB15 dataset demonstrate GraphMal's remarkable performance in both binary
and multi-class classification tasks, while improving the learning efficiency of GNNs. © 2023 IEEE.
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Abstract: With the rise of Internet services in recent years, especially the flourishing development of new social
platforms such as Taobao Live, Tiktok, Huya, YouTube, and Twitch, they have led to a significant increase in Internet
video services. For example, YouTube Live stats reveal that 2020 was the biggest year ever for Gaming Live, with 100
billion watch time hours. As a result, the entire network communication model has gradually evolved into a Livecast
computing network (LCN) architecture, where various network units involved in Internet live video services, with their
computing, storage, distribution, and transmission capabilities, form an architecture that can meet high concurrency
and low latency requirements. This article investigates, sorts, and analyzes LCN architecture related standards,
protocols, and network model solutions from the perspective of Internet live video services. Firstly, it outlines the
standards, system architecture, and main streaming media protocols of Internet live video. Secondly, it analyzes

the video algorithm network architecture models, including cloud-based, edge-based, and cloud-network-edge
collaborative models. Finally, it summarizes the main challenges and research directions faced by video algorithm
networks in the future. © 2023 IEEE.
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29. SRv6-based In-band Network Telemetry: Architecture and Strategy
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Abstract: In-band Network Telemetry (INT) enables data packets to carry network status information by embedding
device-internal state information into each data packet along its forwarding path. This provides higher monitoring
accuracy and finer monitoring granularity. However, embedding telemetry information causes additional bandwidth
overhead in the data plane, leading to a decline in transmission quality and an increased processing burden.
Additionally, the telemetry coverage is restricted to the forwarding path of data packets, making it incapable of realizing
dynamic detection. We propose a proactive network telemetry architecture based on SRv6, which can flexibly schedule
telemetry instructions and telemetry paths while ensuring fine-grained monitoring, enabling effective analysis of both
queue and delay information. © 2023 IEEE.
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Abstract: The individual identification of cattle is crucial for the efficient management of large farms, and advanced
identification technologies that can monitor cattle behavior in real time are essential for increasing agricultural
efficiency, promoting the digital transformation of animal husbandry, and improving animal welfare. This paper
introduces a novel network called OP Mask R-CNN for individual cattle identification, which combines Open Pose
with the Mask R-CNN network. We present three key strategies to improve the identification of individual cattle. First,
we optimize the number of convolutional layers in the Mask R-CNN backbone network, i.e., ResNet101. Second, we
introduce an Open Pose-based bovine skeleton feature extraction method. Finally, we construct a fusion mechanism
that combines the attention module, the convolutional block attention module (CBAM), the open pose module, and
the ResNet101. This work strikes a balance between accuracy and complexity that supports the development of a
lightweight bovine individual recognition technique. © 2023 IEEE.
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31. Covert Communication in the D2D-Enabled Cellular Network with Multiple Non-Colluding
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Abstract: This work investigates the covert communication in a D2D (device-to-device)-enabled cellular network,
where a cellular user CT wants to transmit a message covertly to another cellular user CR through a base station BS
without being detected by multiple non-colluding wardens with the help of an underlaying D2D pair. Although D2D
communication can confuse wardens, it can also interfere with the covert communication of the cellular link. To fully
understand the impact of D2D communication on the covert communication of the cellular link, we first explore the
average minimum detection error probability of non-colluding wardens. Then, the average covert rate of the cellular link
is studied. Eventually, expansive numerical and simulation results are presented to demonstrate the correctness of our
theoretical analysis and also to illustrate the impact of D2D communication on the covert communication of the cellular
link. © 2023 IEEE.
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32. A Study on a Reduced Indicator System for the Network Security Situational
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Abstract: It is a challenge to monitor the network security state in a large-scale network environment because the
selection of situation assessment indicators is overrun by massive observational information. To address this issue,
this paper proposes a network security situational assessment model based on a reduced indicator system. The model
categorises the characteristics of network assets and threats into endogenous situational factors and exogenous
situational factors. By applying the multi-label extremely random tree algorithm to select the importance of network
features, a reduced indicator system with independence and strong comprehensiveness is established. Additionally,
the weights of the reduced indicator system are calculated using an improved analytical hierarchy process, which
yields the evaluation results for network security situations. The experimental results show that the model improves the
accuracy and timeliness of the situation assessment model, and the method can reflect the network situation in real
time. © 2023 IEEE.
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Abstract: The identification of strawberry diseases holds great significance in the cultivation process, and timely
detection plays a vital role in promoting strawberry production and advancing the industry. This paper introduces
a novel strawberry disease recognition network model named ST-MobileNetV3. Building upon MobileNetV3, the
model incorporates a multilayer perception module and expands the convolutional processing, while replacing

the original attention mechanism SE module with an ECA module. This research achieves a harmonious balance
between accuracy and complexity, thereby supporting the development of lightweight strawberry disease identification
techniques. The introduction of this innovative network model is expected to offer efficient and accurate disease
identification tools to strawberry growers, thereby facilitating the progress of the strawberry industry. © 2023 IEEE.
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Abstract: Forecasting travel demand is a challenging task due to the complex spatial dependencies and dynamic
temporal correlation of the traffic data. Furthermore, a limited representation of the given spatial graph structure may
restrict the model's ability to effectively learn spatial-temporal dependencies. To extract latent semantic features
from traffic data, this paper proposes a method to construct a traffic graph using the Markov cluster algorithm. The
traffic semantic correlation matrix is constructed based on a traffic graph to obtain the deep semantic information.
Specifically, this study proposes a Spatio-Temporal Graph Attention Network(STGAT) for travel demand prediction.
STGAT uses a graph attention layer based on the Node2Vec graph embedding algorithm, two convolutional

layers based on the Markov cluster algorithm, and a long short-term memory network to capture spatial-temporal
dependencies. Experimental results on the NYC Taxi dataset and the Chengdu online car dataset demonstrate that
STGAT achieved state-of-the-art performance compared to other baseline models. © 2023 IEEE.
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Abstract: With the widespread use of mobile networks and intelligent terminal devices, a large amount of public
opinion text has been generated from Microblogs, posting bars, and other platforms, resulting in the difficulty of
public opinion management. More and more researchers use text classification methods to identify law-related public
opinion information. However, the existing text classification methods rely on labor-intensive feature engineering, and
their performance mainly depends on information fusion and classification algorithms, which is unsuitable for rapidly
developing fields. This paper extracts the user comments of a hunting forum to analyze the semantic information of
argot and employs the Word2vec model to represent the argot feature. Combining the multi-layer information of the
pre-trained BERT on the user comments, we propose a text classification method BERT_W2V_CRF to improve the
classification efficiency of massive law-related public opinion texts. Specifically, we first build a terminology dictionary
of Chinese hunting forum to identify the argot features in expert-marked data using the Word2vec model. Then the
BERT model is pretrained and the representation of fused information is generated by combining the Word2vec and
optimized BERT. Finally, the recognized result is obtained by using Softmax. Experiments are conducted on the user
comment dataset to evaluate the proposed text classification method, and the results show that the information fusion
approach can be used to improve the classification efficiency of the deep learning-based method. © 2023 IEEE.
Number of references: 18

Main heading: Semantics

Controlled terms: Classification (of information) - Data fusion - Deep learning - Efficiency - Information fusion -
Learning systems - Social aspects - Text processing

Uncontrolled terms: Classification efficiency - Deep learning - Intelligent terminal - Large amounts - Network
public opinions - Network terminals - Public opinions - Terminal devices - Text classification - Text classification
methods

Classification code: 461.4 Ergonomics and Human Factors Engineering - 716.1 Information Theory and Signal
Processing - 723.2 Data Processing and Image Processing - 901.4 Impact of Technology on Society - 903.1
Information Sources and Analysis - 903.3 Information Retrieval and Use - 913.1 Production Engineering

DOI: 10.1109/NaNA60121.2023.00086

Funding Details: Number: SKLKZ19-05, Acronym: -, Sponsor: -; Number: 51878556,:61602374, Acronym: NSFC,
Sponsor: National Natural Science Foundation of China; Number: 2016JQ6041, Acronym: -, Sponsor: Natural Science
Foundation of Shaanxi Province;

Funding text: VI. ACKNOWLEDGMENTS The research presented in this paper is supported in part by the National
Natural Science Foundation of China (grant:61602374, 51878556), the Natural Science Foundation of Shaanxi
Province (CN) (Nos. 2016JQ6041),State Key Laboratory of Rail Transit Engineering Informatization (FSDI) of China
(grant: SKLKZ19-05).

Compendex references: YES

Database: Compendex

Data Provider: Engineering Village

Compilation and indexing terms, Copyright 2023 Elsevier Inc.

36. A Local Differential Privacy Based Method to Preserve Link Privacy in Mobile Social
Network

Accession number: 20234715078002
Authors: Yan, Jun (1, 2); Tian, Yi (3); Wang, Wenli (4); Zhang, Yijun (4); Zhou, Yihui (1); Lu, Laifeng (4)

Content provided by Engineering Village. Copyright 2023 Page 30 of 97


http://www.engineeringvillage.com

- www.engineeringvillage.com
) Detailed results: 115

Downloaded: 11/30/2023

Author affiliation: (1) School of Computer Science, Shaanxi Normal University, China; (2) School of Mathematics
and Computer Applications, Shangluo College, China; (3) School of Economics and Management, Shangluo College,
China; (4) School of Mathematics and Statistics, Shaanxi Normal University, China

Corresponding author: Lu, Laifeng(lulaifeng@snnu.edu.cn)

Source title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023
Abbreviated source title: Proc. - Int. Conf. Netw. Netw. Appl., NaNA

Part number: 1 of 1

Issue title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023
Issue date: 2023

Publication year: 2023

Pages: 390-396

Language: English

ISBN-13: 9798350327380

Document type: Conference article (CA)

Conference name: 2023 International Conference on Networking and Network Applications, NaNA 2023
Conference date: August 18, 2023 - August 21, 2023

Conference location: Qingdao, China

Conference code: 193846

Publisher: Institute of Electrical and Electronics Engineers Inc.

Abstract: With MSNs(mobile social networks) playing an increasingly important role in our daily life, individual privacy
issues in MSNs are becoming more and more important. To address these issues, differential privacy is widely adopted
in MSNs. However, it is a great challenge how to preserve the individual link privacy while ensuring data sharing in

a distributed environment. Therefore, a LDP based method is proposed, which is composed of three steps. Firstly,
the 2-hop subgraphs of nodes are used to achieve node encoding. Then, the random response completes the edge
modification of each node. Finally, after the approximate value of each node edges is obtained, the edge modification
technology is employed to generate a synthetic graph that achieves privacy preserving for link privacy of each node.
Specially, the properties of random response and the similarity of nodes are utilized to improve data utility. Theoretical
analysis proves that the proposed method satisfies differential privacy. The experimental results demonstrate the
effectiveness of this method. © 2023 IEEE.
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Abstract: The use of CNNs raises concerns over privacy, especially when dealing with sensitive data, therefore,
differential privacy has emerged to protect the privacy of data providers while allowing data analysis and model
training. Differential privacy is a mathematical framework that protects sensitive data by adding random noise to the
training data. In this study, we propose a differential privacy framework for CNNs using the PATE(Private Aggregation
of Teacher Ensembles), ADLM(Adaptive Laplace Mechanism), and SGD(Stochastic Gradient Descent) models. We
experimentally demonstrate that the proposed framework achieves better accuracy while providing strong privacy
guarantees in image recognition tasks. © 2023 IEEE.
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Abstract: Datasets are crucial for training machine learning models. When datasets exist biases, trained models

are prone to discriminate against groups with some sensitive attributes. To address the problem, constructing fair
datasets is the straightforward method to prevent discrimination. However, fair datdasets can only meet group fairness
for prediction results independent of sensitive attributes. Since some classification-based fairness such as individual
fairness involves specific class labels, additional constraints need to be introduced during the training of the prediction
model. Inspired by this, we propose a fairness-aware generative adversarial network. The model training combines
the generative model and predictive model to generate the new adversarial coding representation and achieve
classification fairness. In addition, in order to reduce the accuracy loss for the introduction of fairness constraints and
eliminate potential discrimination caused by attribute correlation, the non-sensitive attributes (that are helpful for class
label prediction and little correlation with sensitive information) are retained for replacing part of the random noise as
the model input. Experimental evaluations are obtained using real-world census data. The results indicate that our
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method can generate fair representations as well as make fairer classifications while ensuring good utility. © 2023
IEEE.
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Abstract: The current radiofrequency fingerprint (RFF) feature extraction and recognition methods using deep learning
(DL) lack multiple dimensions for the extracted feature vectors. At the same time, due to the black box property of deep
learning, problems such as overfitting often occur in experiments, leading to a decrease in classification effect. In this
paper, we proposed a DL method for RFF feature extraction and identification using the coordinate attention-guided
(CA) deep residual shrinkage network (DRSN-CA). DRSN-CA integrates the advantages of CA mechanism and DRSN,
optimizes the internal attention mechanism for residual shrinkage building unit (RSBU) into a better CA mechanism,
and generates a new RSBU-CA module. The module combines the two dimensions of space and channel, which not
only reduces the loss of information because of dimensionality reduction, but also enhances the impact of feature
extraction for the model under low signal-to-noise ratio. The quantitative results indicated that the effect of DRSN-CA is
promising. Compared with the traditional RFF feature extraction and recognition methods, the classification recognition
accuracy of 92.5% can be achieved at the maximum distance of 62ft at the lower signal-to-noise ratio of 0dB. © 2023
IEEE.
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Networks

Accession number: 20234715078051

Authors: Ma, Lingui (1); Yang, Fan (1); Chen, Tingting (1)

Author affiliation: (1) School of Telecomm. Eng, Xidian University, Xi'an, China

Corresponding author: Ma, Lingui(1119519415@qg.com)

Source title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023
Abbreviated source title: Proc. - Int. Conf. Netw. Netw. Appl., NaNA

Part number: 1 of 1

Issue title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023
Issue date: 2023

Publication year: 2023

Pages: 245-250

Language: English

ISBN-13: 9798350327380

Document type: Conference article (CA)

Conference name: 2023 International Conference on Networking and Network Applications, NaNA 2023
Conference date: August 18, 2023 - August 21, 2023

Conference location: Qingdao, China

Conference code: 193846

Publisher: Institute of Electrical and Electronics Engineers Inc.

Abstract: With the development of communication technology, there is an increasing demand for rapid deployment
of services. As a widely used southbound interface in Software-Defined Networking (SDN), the NETCONF uses

the TCP to transmit configuration information for network service deployment. The traditional TCP mechanism
cannot set the transmission rate based on the actual network load status, thus its poor configuration efficiency for
small-scale configuration services. As a novel network architecture, SDN can provide a global network view. In this
paper, we propose a rapid configuration mechanism based on load measurement for NETCONF to improve the
configuration efficiency of network devices. This mechanism dynamically measures the network load to select the
optimal transmission path for configuration services and sets the initial transmission rate for services based on the load
status of the selected path, thus achieving quick configuration of the devices. Simulation using OPNET shows that the
proposed mechanism can effectively reduce the configuration service delay and improve the configuration efficiency
compared with the traditional TCP mechanism. © 2023 IEEE.
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Abstract: Delay guarantees are critical for the fast-growing network services that require low delay. Selecting the

appropriate routing path for services with delay requirements is an important aspect of ensuring low delay. However,

traditional routing mechanisms may have a negative impact on the delay of existing network services, as they primarily

focus on satisfying the delay requirements of new services. In this paper, we present a delay guaranteed routing

mechanism for software-defined network (SDN). Our mechanism employs a combination of active and passive delay

measurements to determine the delays of multiple paths between the source and destination switches, and then

chooses paths for services based on the load of the links on these paths and the delay requirements of the services.

We also propose a rerouting mechanism in case the service delay cannot be fulfilled. The simulation results show that

our proposed method provides better delay guarantees for network services. © 2023 IEEE.

Number of references: 13

Main heading: Electric loads

Controlled terms: Network routing - Software defined networking

Uncontrolled terms: Active measurement - Delay guarantee - Delay measurements - Link Loads - Low delay
- Mechanism-based - Networks services - Passive measurements - Routing mechanism - Software-defined

networkings

Classification code: 706.1 Electric Power Systems

DOI: 10.1109/NaNA60121.2023.00070

Compendex references: YES

Database: Compendex

Data Provider: Engineering Village

Compilation and indexing terms, Copyright 2023 Elsevier Inc.

42. Joint Location and Power Optimization for Secure Communications in Multi-UAVs
Enabled Cellular Networks

Accession number: 20234715078053
Authors: Deng, Fei (1, 2); Qian, Kaiguo (1, 2); Shen, Shikai (1, 2); Hong, Sunyan (1, 2); Yang, Bin (3); Li, Xuanxuan
(1, 2); He, Jun (2, 4)

Content provided by Engineering Village. Copyright 2023 Page 35 of 97


http://www.engineeringvillage.com

- www.engineeringvillage.com
) Detailed results: 115

Downloaded: 11/30/2023

Author affiliation: (1) College of Information Engineering, Kunming University, Kunming; 650214, China; (2) Key
Laboratory of Data Governance and Intelligent Decision, Universities of Yunnan, Kunming; 650214, China; (3) School
of Computer and Information Engineering, Chuzhou University, Chuzhou; 239000, China; (4) Kunming University,
Office of Science and Technology, Kunming; 650214, China

Corresponding authors: Shen, Shikai(kmssk2000@sina.com); Yang, Bin(yangbinchi@gmail.com)

Source title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023
Abbreviated source title: Proc. - Int. Conf. Netw. Netw. Appl., NaNA

Part number: 1 of 1

Issue title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023

Issue date: 2023

Publication year: 2023

Pages: 645-648

Language: English

ISBN-13: 9798350327380

Document type: Conference article (CA)

Conference name: 2023 International Conference on Networking and Network Applications, NaNA 2023
Conference date: August 18, 2023 - August 21, 2023

Conference location: Qingdao, China

Conference code: 193846

Publisher: Institute of Electrical and Electronics Engineers Inc.

Abstract: This paper investigates joint location and power optimization for secure communication in a multi-unmanned
acrial vehicles (U AV s) enabled cellular network consisting of interference link, eavesdropping link, cellular link and
D2D link. To this end, we first derive the expression of secure rate. Then, we formulate the maximization of secure rate
as a constrained optimization problem. Finally, we solve it using the method of exhaustion. © 2023 IEEE.
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Abstract: Federated learning (FL) is a promising distributed machine learning paradigm that can address privacy and
security issues in the Internet of Things, Beyond 5G and 6G, and so on. Typically, numerous mobile devices in the
FL network enable the server to complete model aggregation by uploading trained models obtained from local data.
However, due to the broadcast nature of wireless channels, this upload process is vulnerable to adversary's monitoring
or potential attacks, and it becomes one of the important risks of model leakage. Physical layer covert communications
can protect the existence of covert signals or links, which is one of the effective methods to protect this model uplink.
Furthermore, when there is an adversary with an uncertain detection threshold in the network, there is a competitive
game between the adversary and mobile devices, which poses a challenge to the transmit power design of covert
schemes. Considering the dynamic competition process in covert communications is similar to the zero-sum game
process between discriminators and generators in Generative Adversarial Networks (GANs). Therefore, we propose
a GAN-based physical layer covert communications against the adversary and protect the uplink in the FL networks.
Moreover, the generator imitates the mobile device and the discriminator imitates the adversary. Both are constructed
using neural networks, and the learning optimization process is achieved through a zero-sum game between them.
Experiment results show that the designed algorithm is convergent and can obtain the optimal covert transmit power
and the maximum average communication rate. © 2023 IEEE.
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Abstract: Hash functions are widely used in the network field to provide support for load balancing, identity
authentication, etc. Since the security problems of traditional hash functions continue to be exposed, researchers have
proposed many new hash functions, such as keyed hash functions and provably secure hash functions. However,
due to the existing classification methods can't fit the real-life security requirements well, it is still difficult for designers
to choose appropriate hash functions in practice. This paper proposes a new classification method of hash functions
based on their anti-attack ability, and classifies 301 common hash functions. The method, which considers the
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performance of hash functions under different attack strategies and the characteristics of new hash functions, can
provide a better classification for practical application scenarios. In addition, this paper uses classic supervised
learning algorithms to study the classification results based on the performance testing indicators of hash functions.
The experimental prediction accuracy of the unknown hash function can reach 88.52%, which verifies that the new
classification method has good applicability. © 2023 IEEE.
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Abstract: DoS/DDoS attacks on the Internet target various organizations and government agencies. Because DoS/
DDoS attacks disguise themselves as legitimate communication, they are difficult to detect with high precision. In
actual networks, network administrator detection DoS/DDoS attacks are based on thresh-olds for the number of DoS
events, blacklists of DoS sources, and server conditions. However, automation and mechanization are difficult, and
manual detection by administrators is inadequate. In this study, we developed a system to assist administrators in
detecting DoS/DDoS attacks using a self-organizing map (SOM) neural network. The system continuously acquires
traffic data from security devices and automatically generates SOM diagrams. In addition, the system generates traffic
data known as an attack in advance and inserts them into the legitimate traffic data, thereby facilitating the judgment of
attacks by administrators. Administrators analyzed DoS/DDoS attacks using this system over two months. As a result
of analyzing 202 SOM diagrams generated periodically, the administrator was able to classify 65 abnormal SOMs
diagrams into three types of abnormal states. Moreover, for 10 of the 65 SOMs, we could assist in identifying DoS/
DDoS attacks. This paper describes the continuous acquisition of traffic data, insertion of pseudo-attacks, automatic
generation of SOM diagrams, and administrator decision support and judgment, © 2023 IEEE.
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Abstract: Recently, machine learning algorithms have been widely used in the fields of image processing, network
security and natural language processing, etc., profoundly affecting human life. However, machine learning algorithms
have the characteristics of uncertain output, vulnerability to adversarial attacks, and unexplained decision-making
processes, which seriously threaten the security of machine learning-based face recognition, Malware detection,
and autonomous driving. Hence, it is imperative for the security practitioners to evaluate algorithm security to ensure
that security needs are met. In this article, the authors propose a set of security assessment index systems and
methods for machine learning algorithms for image classification scenarios: Refer to the security specification of
machine learning algorithms and requirements to construct the security index system of image classification model.
Furthermore, The Analytic Network Process(ANP) is applied to quantify the index weights and the Technique for Order
Preference by Similarity to an Ideal Solution(TOPSIS) is applied to screen the optimal model, and finally the sensitivity
analysis is applied to prove the stability of the proposed method. Experimental results show that this method has
certain value and effect in assessing the security and model screening of image classification models. © 2023 IEEE.
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Abstract: With the advent of 5G era, the model of cloud-edge collaboration is used to handle massive data computing
tasks with significant superiority. However, this architecture still uses the traditional web service model, which has
problems such as single service and low resource utilization during the interaction between users and remote web
servers. In this paper, we propose a novel on-demand service architecture that changes the traditional inefficient
network service approach and skews the entire network service to the user. By fine- grained division of users' demands
and hosting them in the corresponding functional servers for processing, the resolution of users' demands is no longer
restricted by the services provided by the server, thus realizing 'information to people and services on demand'.
Experiments show that the new on- demand service architecture reduces the latency by 33.3%, improves the quality
and efficiency of information services, and realizes a more proactive and flexible information service model, which is
more suitable for users' needs. © 2023 IEEE.
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Abstract: Distributed Denial of Service(DDoS) attacks target the forwarding-control separation feature of Software-
Defined Networking(SDN) to launch attacks, causing network disruptions. Therefore security against DDoS attack
detection for SDN controllers is the focus of current research. This paper proposes an Extreme Gradient Boosting
(XGBoost) DDoS attack detection algorithm based on a combination of information gain and recursive feature
elimination algorithms. We evaluated the performance of the method using the CICDD0S2019 dataset. This method
works well in multi-classification model for attack detection with an accuracy of 93.41%. © 2023 IEEE.
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Abstract: Emerging network applications, such as virtual reality technology, autonomous driving, and large-scale
Internet of Things, usually require a significant amount of bandwidth and have high requirements for data delivery
time. However, the existing Quick UDP Internet Connection (QUIC), TCP, and other protocols cannot fully meet these
needs. A scheduling algorithm based on a time-sensitive protocol can meet the above requirements at the transport
layer and reduce the development difficulty of the application layer. Therefore, this paper is based on Deadline-aware
Transport Protocol (DTP) and implemented in a Python 3.0 environment. It focuses on the scenario where video data
blocks are sent to the transport layer. In this paper, we study the decision-making method and congestion control
method for data block priority and deadline, and optimize the delay-sensitive transmission protocol. We propose a
scheduling algorithm to meet the service's delay demands and enhance the overall service quality. Additionally, we
introduce an improved scheduling scheme for network scenarios involving multiple senders or receivers. Our research
aims to effectively address the service delay requirements under different network conditions. © 2023 IEEE.
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Abstract: With the development of 5G+, more and more usage scenarios for small particle services have been
discovered. This article focuses on the time slot equalization problem of time delay sensitive services in small particle
services carried by Slicing Packet Networks (SPN). We proposes a lossless adjustment mechanism for time slot
bandwidth, and based on this, proposes a priority-based time slot averaging algorithm. Simulation of time delay shows
that the proposed algorithm achieves better performance than the Simple Time Slot Averaging algorithm. © 2023 IEEE.
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Abstract: Vehicular Ad-hoc networks (VANETS), composed of vehicles and roadside infrastructure, are designed
to improve transportation efficiency, passenger safety, and comfort through Vehicle-to-Vehicle (V2V) and Vehicle-
to-Roadside (V2R) communication. In content distribution, vehicles receive content broadcast by the Roadside
Units (RSUs). Currently, there are many literatures on content distribution technology in VANETS, such as service-
oriented vehicle communication, but they do not consider the data security. Due to the openness and vulnerability
of the wireless communication network and the dynamic characteristics of VANETS, malicious nodes may tamper,
forge, and replay messages, seriously hindering the application of VANETSs. This article proposes a mechanism for
content distribution based on the collaboration of V2R and V2V. On this basis, we also propose a new anonymous
authentication scheme leveraging the general theory of linear equation group solving, which can realize identity
authentication between nodes while protecting the real identity of users and achieving secure content distribution. ©
2023 IEEE.
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Abstract: Vehicle ad-hoc networks (VANETS) play a critical role in providing security and privacy protection for
intelligent transportation systems. However, the limited network bandwidth and computing capacity within VANETSs
have resulted in existing authentication schemes having excessive computational overhead, which cannot meet the
low-latency communication requirements of VANETS. To tackle these problems, we propose an efficient blockchain-
based certificateless anonymous authentication scheme for VANETSs. Firstly, we propose a novel signature scheme
without bilinear pairing to reduce the computational overhead in VANETSs. Secondly, we utilize blockchain to facilitate
trusted information sharing. Thirdly, we provide privacy-preserving through the use of anonymous keys, and enable
tracing of vehicle identities in the event of malicious behavior. Finally, security analysis and simulation experiments
demonstrate that our proposed scheme has lower communication and computational overhead, while satisfying various
security requirements for VANETS, such as anonymity, unlinkability, and traceability. © 2023 IEEE.
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Abstract: This paper proposes an early collision detection scheme based on the physical layer features of user
equipment (UE) and convolutional neural networks (CNN). Our scheme can detect preamble collisions at the first stage
of the random access procedure of 4G/5G, thus reducing the average RA delay without requiring protocol modification
of the UE. We only considered passive detection using the raw signal of the preamble created according to the existing
protocol. The simulation results indicate that our proposed scheme can achieve high detection performance under
different channels and parameter settings. © 2023 IEEE.
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Abstract: This work investigates joint covert and secure communications via intelligent reflecting surface (IRS)

in a non-line-of-sight (NLOS) wireless network in the presence of an eavesdropper and a warden. We consider a
coordinator of Ben communicates with two users, where one user requires secure communication and the other seeks
covert communication. An optimization problem is proposed to maximize the covert rate subject to the constraints

of covert requirement, secure communication rate, amplitudes and phase shifts of reflecting elements, and transmit
powers of secure and covert communications. We use the successive convex approximation(SCA) method to solve
this problem. The numerical results illustrate the effectiveness of utilizing an IRS and highlight the impact of the number
of reflecting elements on enhancing communication quality. © 2023 IEEE.

Number of references: 13

Main heading: Secure communication

Controlled terms: Network security - Wireless networks

Uncontrolled terms: Covert communications - Covert rate - Eavesdroppe - Intelligent reflecting surface - Nonline
of sight - Optimization problems - Reflecting elements - Reflecting surface - Secrecy rate - Successive convex
approximations

Classification code: 716.3 Radio Systems and Equipment - 722.3 Data Communication, Equipment and Techniques -
723 Computer Software, Data Handling and Applications

DOI: 10.1109/NaNA60121.2023.00031

Funding Details: Number: 2022XJZD12,KJ2021ZD0128, Acronym: -, Sponsor: -; Number: 20200228100,

Acronym: -, Sponsor: -; Number: 202001BA070001-209,202101BA070001-088, Acronym: -, Sponsor: -; Number:

Content provided by Engineering Village. Copyright 2023 Page 46 of 97


http://www.engineeringvillage.com

- www.engineeringvillage.com
) Detailed results: 115

Downloaded: 11/30/2023

61962033,62066023, Acronym: NSFC, Sponsor: National Natural Science Foundation of China; Number: -, Acronym:
YNU, Sponsor: Yunnan University;

Funding text: This work is supported in part by the National Natural Science Foundation of China under Grant
No. 61962033 and No. 62066023; in part by the Anhui Research Project under Grant No. KJ202172D0128 and
No. 2022XJZD12; in part by the Yunnan Local University Joint Special Funds for Basic Research under Grant No.
202001BA070001-209 and No. 202101BA070001-088; in part by the Ministry of Education industry-University
Cooperative Education Program No. 20200228100; and in part by the Key Laboratory of Data Governance and
Intelligent Decision at the University of Yunnan.

Compendex references: YES

Database: Compendex

Data Provider: Engineering Village

Compilation and indexing terms, Copyright 2023 Elsevier Inc.

55. Improving Bipartite Networks Embedding with Partially Available Vertex Content

Accession number: 20234715078041

Authors: Yang, Shuang (1); Li, Li (1)

Author affiliation: (1) School of Computer Science, Shaanxi Normal University, Xi‘an; 710119, China

Source title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023

Abbreviated source title: Proc. - Int. Conf. Netw. Netw. Appl., NaNA

Part number: 1 of 1

Issue title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023

Issue date: 2023

Publication year: 2023

Pages: 527-531

Language: English

ISBN-13: 9798350327380

Document type: Conference article (CA)

Conference name: 2023 International Conference on Networking and Network Applications, NaNA 2023

Conference date: August 18, 2023 - August 21, 2023

Conference location: Qingdao, China

Conference code: 193846

Publisher: Institute of Electrical and Electronics Engineers Inc.

Abstract: Most interactive networks in the real world are bipartite networks, the research and analysis of bipartite

networks has very high application value. Network embedding aims to represent nodes in a network as low-

dimensional dense vectors, while retaining structural information and characteristics in the original network to the

greatest extent. Most of the existing bipartite network only focus on structural characteristics, ignoring the effective

content information on the vertex in the network. Different from the existing work, the problem studied in this paper has

the following two characteristics: (1) There exists content information on vertices in bipartite networks; (2) One type

of vertices has partially content information in bipartite networks. To solve this problem, this paper proposes a novel

bipartite network embedding with partially available vertex content boosted, namely BEAVC, which can effectively use

the limited content information of vertices to enhance the structure-only representation. The experimental results show

that the embedding algorithm compensated by vertex information can better characterize nodes. © 2023 IEEE.
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Abstract: With the application of blockchain technology in the fields of energy big data, government affairs and data
sharing, the types of blockchain adapted to various scenarios have gradually flourished, and the ledgers operate

in isolation from each other, forming data silos and causing challenges for interchain data access and consistent
collaboration. Most of the current cross-chain mechanisms based on blockchain are notary mode and relay mode,
which cannot be dynamically switched according to their respective organizations' trust degree, making it difficult to
meet the requirements of cross-chain data access between blockchain systems in complex trust environments. Based
on this issue, a cross-chain consensus model based on trust establishment is proposed. The scheme constructs a
blockchain security trust model based on the network state, blockchain system security, node data consistency and
malicious node rate during blockchain operations, combines fuzzy theory and probability distributions to determine the
trust components of each system, and uses those trust components and their weights to determine the system's trust
value. The cross-chain consensus scheme is designed based on this model, which can be flexibly switched between
the notary model and the committee relay model to satisfy cross-chain interconnection and mutual access between
systems with different trust relationships. The simulation results show that the proposed model and scheme have good
performance in terms of stability and performance. © 2023 IEEE.

Number of references: 22

Main heading: Blockchain

Controlled terms: Complex networks - Network security - Probability distributions

Uncontrolled terms: Block-chain - Consensus models - Cross-chain consensus - Data access - Data Sharing -
Dynamic switching - Energy - Model-based OPC - Performance - Trust models

Classification code: 722 Computer Systems and Equipment - 723 Computer Software, Data Handling and
Applications - 723.3 Database Systems - 922.1 Probability Theory

DOI: 10.1109/NaNA60121.2023.00065

Compendex references: YES

Database: Compendex

Data Provider: Engineering Village

Compilation and indexing terms, Copyright 2023 Elsevier Inc.

57. Hybrid Resource Sharing Solution in Virtual Wireless Networks

Accession number: 20234715078001

Authors: Yi, Boyou (1); Ren, Baoguan (2); Zhan, Jie (1)

Author affiliation: (1) School of Physics and Electronic Sciance, Hunan University of Science and Technology, Hnust,
Xiangtan, China; (2) China Electronic System Engineering Company, Cesec, Beijing, China

Source title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023
Abbreviated source title: Proc. - Int. Conf. Netw. Netw. Appl., NaNA

Part number: 1 of 1

Issue title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023

Issue date: 2023

Content provided by Engineering Village. Copyright 2023 Page 48 of 97


http://www.engineeringvillage.com

- www.engineeringvillage.com
) Detailed results: 115

Downloaded: 11/30/2023

Publication year: 2023

Pages: 40-45

Language: English

ISBN-13: 9798350327380

Document type: Conference article (CA)

Conference name: 2023 International Conference on Networking and Network Applications, NaNA 2023

Conference date: August 18, 2023 - August 21, 2023

Conference location: Qingdao, China

Conference code: 193846

Publisher: Institute of Electrical and Electronics Engineers Inc.

Abstract: To tackle the challenge of low resource utilization in wireless network virtualization, a network planning and
optimization framework is proposed in this paper. The framework leverages monitoring of the occupancy and status of
multiple frequency bands and enhances coordination between physical network providers and virtual service provider
collections to achieve optimal wireless coverage and improve the efficiency of virtual wireless networks. Building upon
this framework, a hybrid controlled resource sharing scheme is suggested, which allows for flexible switching between
fixed sharing and fully shared schemes. This approach enhances resource utilization, mitigates blocking, and improves
the quality of service. © 2023 IEEE.

Number of references: 21

Main heading: Quality of service

Controlled terms: Virtual reality - Wireless networks

Uncontrolled terms: Multiple frequency - Network planning and optimization - Network virtualization - Optimization
framework - Physical network - Planning framework - Quality-of-service - Resources sharing - Resources
utilizations - Shared solution

Classification code: 716.3 Radio Systems and Equipment - 722.3 Data Communication, Equipment and Techniques -
723 Computer Software, Data Handling and Applications

DOI: 10.1109/NaNA60121.2023.00015

Funding Details: Number: BJTU20221102, Acronym: -, Sponsor: -; Number: GX-ZD202210012, Acronym: -, Sponsor:

Funding text: ACKNOWLEDGMENT This work has been supported by the National Engineering Research Center
of Advanced Network Technologiesat Beijing Jiaotong University (Project No. BJTU20221102) and the Xiangtan
Municipal Government project with approval number GX-ZD202210012. The author would like to thank them for their
valuable contributions.

Compendex references: YES

Database: Compendex

Data Provider: Engineering Village

Compilation and indexing terms, Copyright 2023 Elsevier Inc.

58. A Risk Path Detection Based Trusted Delivery Mechanism in Integrated Satellite and
Terrestrial Internet

Accession number: 20234715078092

Authors: Liu, Jun (1); Zhang, Tianyu (1); Li, Hewu (1); Wu, Qian (1); Zheng, Shaowen (2); Lu, Lu (2)

Author affiliation: (1) Institude for Network Sciences, Tsinghua University, Beijing, China; (2) Mobile Research
Institute, Department of Network and It Technology, Beijing, China

Source title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023
Abbreviated source title: Proc. - Int. Conf. Netw. Netw. Appl., NaNA

Part number: 1 of 1

Issue title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023
Issue date: 2023

Publication year: 2023

Pages: 23-27

Language: English

ISBN-13: 9798350327380

Document type: Conference article (CA)

Conference name: 2023 International Conference on Networking and Network Applications, NaNA 2023
Conference date: August 18, 2023 - August 21, 2023

Conference location: Qingdao, China

Conference code: 193846

Publisher: Institute of Electrical and Electronics Engineers Inc.

Content provided by Engineering Village. Copyright 2023 Page 49 of 97


http://www.engineeringvillage.com

- www.engineeringvillage.com
) Detailed results: 115

Downloaded: 11/30/2023

Abstract: The broad coverage, high bandwidth, and low latency characteristics of low-orbit mega-constellations
have inspired extensive research on content delivery in conjunction with low-orbit satellite constellations and the
collaboration between cloud service providers. This environment presents a potential opportunity for attackers who
may attempt to launch various attacks, such as route hijacking, on satellites along the content delivery path. This paper
explores the Risk Path Detection based Trusted Delivery Mechanism(RPD-TDM) to the scenario of content delivery
in Integrated Satellite-Terrestrial Internet (ISTI), which enhances the security of delivery scheduling in the content
delivery network architecture. It uses risk path detection to drive secure scheduling of edge servers, avoiding risk
areas and ensuring the trustworthiness of delivery paths for high-value data. The experimental results demonstrate the
effectiveness of the mechanism. © 2023 IEEE.
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Abstract: Website Fingerprinting (WF) attacks enable network surveillants to monitor traffic data and learn features
from encrypted packet sequences, thus identifying which website user is visiting, which seriously threatens user
privacy on Tor. Recently, zero-delay lightweight defense methods (i.e., FRONT and GLUE) were designed for Tor

to efficiently defend many known WF attacks. But, can they defend more unknown intelligent WF attacks? Due to

the efficiency of deep learning model, we explore whether there is a more intelligent deep learning model that could
defeat FRONT and GLUE. In this work, we propose two deep learning based WF attacks, EDF-S and EDF-P. EDP-S
incorporates a global average pooling layer and series model into Deep Fingerprinting (DF), while EDF-P introduces

a global average pooling layer and parallel model into DF. We conduct extensive WF attack experiments on several
datasets to prove our improvement on effectiveness. EDF-P can achieve over 97% TPR and 96% F1 score on a non-
defended dataset. We also find that EDF-S and EDF-P perform better than previous attacks against GLUE. Compared
with DF, EDF-S can achieve almost 10% enhancement for the attack precision and F1 score while EDF-P can achieve
more than 10% enhancement for the attack precision and F1 score. Our enhanced WF attacks bring new challenges to
the above mentioned WF defenses. © 2023 IEEE.

Number of references: 25

Main heading: Websites

Controlled terms: Deep neural networks - Glues - Gluing - Learning systems - Network security

Uncontrolled terms: Deep learning - F1 scores - Layer model - Learn+ - Learning models - Packet sequence -
Traffic analysis - Traffic data - User privacy - Zero delay

Content provided by Engineering Village. Copyright 2023 Page 50 of 97


http://www.engineeringvillage.com

- www.engineeringvillage.com
) Detailed results: 115

Downloaded: 11/30/2023

Classification code: 461.4 Ergonomics and Human Factors Engineering - 723 Computer Software, Data Handling
and Applications

DOI: 10.1109/NaNA60121.2023.00056

Funding Details: Number: 61502375,62076191, Acronym: NSFC, Sponsor: National Natural Science Foundation of
China; Number: 2022YFB2701800, Acronym: NKRDPC, Sponsor: National Key Research and Development Program
of China;

Funding text: This work was sponsored by the National Key Research & Development Program of China under
Grant No. 2022YFB2701800 and the National Natural Science Foundation of China under Grant No. 62076191 and
61502375.

Compendex references: YES

Database: Compendex

Data Provider: Engineering Village

Compilation and indexing terms, Copyright 2023 Elsevier Inc.

60. Evolutionary Equilibrium of Mining Pools Under DDoS Attack in Blockchain System

Accession number: 20234715078060

Authors: Liu, Xiao (1); Huang, Zhao (1); Wang, Quan (1)

Author affiliation: (1) School of Computer Science and Technology, Xidian University, Xi‘an, China

Corresponding author: Huang, Zhao(z_huang@xidian.edu.cn)

Source title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023

Abbreviated source title: Proc. - Int. Conf. Netw. Netw. Appl., NaNA

Part number: 1 of 1

Issue title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023

Issue date: 2023

Publication year: 2023

Pages: 78-83

Language: English

ISBN-13: 9798350327380

Document type: Conference article (CA)

Conference name: 2023 International Conference on Networking and Network Applications, NaNA 2023

Conference date: August 18, 2023 - August 21, 2023

Conference location: Qingdao, China

Conference code: 193846

Publisher: Institute of Electrical and Electronics Engineers Inc.

Abstract: Consensus algorithm is widely used in blockchain system, which can solve the problems of fault tolerance,

consensus and security. Proof-of-work (PoW) algorithm is one of the most widely used consensus algorithms to ensure

the security and consensus on transaction data of the Bitcoin system. However, as an important part of the Bitcoin

system, mining pool is often subjected to distributed denial of service (DDoS) attack by malicious nodes at the network

layer, which makes it suffer significant economic losses. In order to reduce the loss of mining pools caused by DDoS

attack when the Bitcoin system carries out data consensus of PoW, this paper proposes an evolutionary game model

based on mining pools. This model studies how to choose effective mining strategy to get the best profit in the face of

DDoS attack. At the same time, we also set up the replication dynamic equation to analyze and solve the game model.

The experimental results show that honest mining has the best profit under the condition of poor network for the mining

pools. In the case of better network condition, the mining pools can get the best reward by attacking each other. At

the same time, the experimental results are consistent with the theoretical conclusions, which proves that our model is

effective. © 2023 IEEE.
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Abstract: Recently, the intellectual property protection methods based on deep learning have achieved great success,
but there are still serious infringement issues that the network topology or hyper parameters of the trained model are
stolen by third parties. In this paper, we construct a deep learning model based on the autoencoder to remove the bone
from the medical images containing chest x-ray, and the specific trigger set is trained and predicted to get the effect
of the backdoor watermark. The scheme of zero-knowledge proof is applied to transform the backdoor watermark

of the model into the fixed-length string, which is published in the block chain to verify the ownership of the model.
Through the non-interactive verification between the model owner and the third party, the ownership of the model can
be confirmed by the third party and the verification process will not disclose any information of the model itself. The
method proposed in this paper can support infinite times of verification and does not reveal any information about the
model, so as to achieve the protection of intellectual property rights of the model. © 2023 IEEE.

Number of references: 15

Main heading: Deep learning

Controlled terms: Intellectual property - Laws and legislation - Learning systems - Medical imaging - Network
topology

Uncontrolled terms: Backdoors - Bone suppression - Chest X-ray - Deep learning - Infinite verification -
Intellectual property protection - Non-interactive zero-knowledge proofs - Protection methods - Public verifications
- Third parties

Classification code: 461.1 Biomedical Engineering - 461.4 Ergonomics and Human Factors Engineering - 703.1
Electric Networks - 746 Imaging Techniques - 902.3 Legal Aspects - 971 Social Sciences

DOI: 10.1109/NaNA60121.2023.00099

Compendex references: YES

Database: Compendex

Data Provider: Engineering Village

Compilation and indexing terms, Copyright 2023 Elsevier Inc.

62. Cloud Data Deduplication Scheme Based on Blockchain

Accession number: 20234715078000

Authors: Shi, Pengliang (1); Hao, Dongning (2)

Author affiliation: (1) Cyber Security and Computer Science Hebei University, Key Laboratory on High Trusted
Information System, Baoding, China; (2) International College of Hebei University, Baoding, China

Content provided by Engineering Village. Copyright 2023 Page 52 of 97


http://www.engineeringvillage.com

- www.engineeringvillage.com
) Detailed results: 115

Downloaded: 11/30/2023

Source title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023
Abbreviated source title: Proc. - Int. Conf. Netw. Netw. Appl., NaNA

Part number: 1 of 1

Issue title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023
Issue date: 2023

Publication year: 2023

Pages: 410-415

Language: English

ISBN-13: 9798350327380

Document type: Conference article (CA)

Conference name: 2023 International Conference on Networking and Network Applications, NaNA 2023
Conference date: August 18, 2023 - August 21, 2023

Conference location: Qingdao, China

Conference code: 193846

Publisher: Institute of Electrical and Electronics Engineers Inc.

Abstract: To address the problem of untrustworthiness among entities faced in the process of data deduplication in
cloud storage environment, this paper proposes a cloud data deduplication scheme based on blockchain. Firstly, to
ensure the trustworthiness of data ownership proof in the data deduplication process, a data ownership verification
algorithm based on random location sampling is designed with the help of blockchain technology and Merkle hash tree;
Secondly, an oblivious pseudo-random protocol is used to obtain convergent encryption key to facilitate deduplication
by cloud servers provides. Finally, the scheme security is proved by conducting security analysis, while simulation
experiments are conducted to verify the effectiveness of the scheme. © 2023 IEEE.

Number of references: 18

Main heading: Cryptography

Controlled terms: Blockchain - Cloud storage - Network security - Trees (mathematics)

Uncontrolled terms: Block-chain - Cloud data - Cloud storages - Convergent encryption - Data de duplications -
Data ownership - Merkle hash tree - Ownership verification - Random location - Verification algorithms
Classification code: 722.1 Data Storage, Equipment and Techniques - 723 Computer Software, Data Handling and
Applications - 723.3 Database Systems - 921.4 Combinatorial Mathematics, Includes Graph Theory, Set Theory
DOI: 10.1109/NaNA60121.2023.00074

Compendex references: YES

Database: Compendex

Data Provider: Engineering Village

Compilation and indexing terms, Copyright 2023 Elsevier Inc.

63. Spatial-Temporal Correlation-Based Prediction Model for Node and Link Residual
Resources in NFV Networks

Accession number: 20234715078007

Authors: Lai, Jiahong (1); Yang, Fan (1); Ying, Chaoran (1); Song, Wenchao (1)

Author affiliation: (1) School of Telecomm. Eng, Xidian University, Xi'an, China

Corresponding author: Lai, Jiahong(20011210219@stu.xidian.edu.cn)

Source title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023
Abbreviated source title: Proc. - Int. Conf. Netw. Netw. Appl., NaNA

Part number: 1 of 1

Issue title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023
Issue date: 2023

Publication year: 2023

Pages: 256-261

Language: English

ISBN-13: 9798350327380

Document type: Conference article (CA)

Conference name: 2023 International Conference on Networking and Network Applications, NaNA 2023
Conference date: August 18, 2023 - August 21, 2023

Conference location: Qingdao, China

Conference code: 193846

Publisher: Institute of Electrical and Electronics Engineers Inc.

Abstract: Network functions virtualization (NFV) mainly meets the various performance requirements of network
services and improves the performance/cost ratio through the decoupling of software and hardware. However, the
limited resources and the dynamic nature of requests in NFV scenarios pose challenges to network operators in
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allocating resources and reducing operating expenses, thus the need for surplus resource prediction. Existing models
only consider either spatial or temporal correlation of the residual resource data. Moreover, existing work often
considers the change of the remaining resources of the node or link separately, ignoring the potential relationship
between the two resources. This paper proposes a prediction model based on spatial-temporal correlation for
predicting the remaining resources of each node and link in the network. By capturing the spatial and temporal
correlation of the residual resource data at the same time, the model comprehensively considers the correlation
between the remaining node and link resources and constructs an improved sequence-to-sequence model.
Experiments show that the proposed model can significantly improve the prediction accuracy compared with the
conventional models. © 2023 IEEE.
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Abstract: With the rapid development of edge computing, security has become the key to the large-scale
implementation of edge computing applications. In edge computing security, trust assessment is an important means
to ensure safe access of terminals and safe operation of nodes. It is the basis for reliable data fusion and efficient
computing at the edge of the network. More and more researchers have realized that it is very important and urgent
to strengthen the research and application of trust assessmnt technology in the edge computing environment. This
paper first introduces the definition of trust assessment and explains the challenges faced in the research of trust
assessment technology under the edge computing environment; then, we summarize the current research status of
trust assessment technology in the edge computing environment; secondly, we sort out the research status of trust
assessment technology in the edge computing environment. In the end, we summarize the whole works and analyze
the development trend of trust assessment technology. Our goal is to provide support for the research and application
of future trust assessment technology under edge computing. © 2023 IEEE.
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Abstract: With the rapid development of artificial intelligence (Al) technology, learning-based time-sensitive networking
(TSN) technology can be used as a promising network technology to facilitate automated network configuration in

the industrial Internet of Things (lloT). However, the stricter multiple requirements of the 0T have posed significant
challenges, that is, deterministic and bounded latency for jointly chain transmission of multiple service flows. In this
paper, we propose an enhanced scheduling algorithm, namely enDRTS, based on deep reinforcement learning
(DRL) for chain transmission of chained service flows to jointly solve the time slot scheduling problem in TSN. By
analyzing the feature of flows and scheduling constraints, the DRL algorithm model can adjust the queue bandwidth
allocation and transmission slot strategy of switch ports in time to make enDRTS more salable and efficient. Simulation
experiments are conducted to evaluate the performances of enDRTS, and the results show that enDRTS can schedule
more flows and improve time slot utilization compared with benchmark methods. © 2023 IEEE.
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Abstract: The Logical Range is introduced into the joint flight test because it can call cross-area test resources and
improve the utilization rate of test resources. However, the Logical Range also has the problems of low reusability
of test resources and low efficiency in cross regional range data acquisition and communication. For this problem, a
digital twin framework for logical range is proposed. In the framework, a Logical Range system based on digital twin
is built, and the data network communication methods and virtual-real mapping method are designed in detail. The
feasibility of this framework has been effectively verified through flight test examples. This study lays a solid foundation
for the combination of flight test and digital twin technology. © 2023 IEEE.
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Abstract: In recent years, semantic segmentation methods based on deep learning have made remarkable
developments. Despite achieving high segmentation accuracy, the performance of real-time segmentation methods
cannot satisfy real-world applications. In order to achieve a balance between segmentation accuracy and speed,

a real-time semantic segmentation algorithm based on Tversky loss function and mixed pooling is proposed in this
paper. A Short-Term Dense Concatenate network (STDC network) is used to construct the encoder, and a mixed
pooling module is used for the final part of the encoder, which uses strip pooling and average pooling to enhance
the feature representation while expanding the receptive field. Additionally, a Tversky-based loss function is used for
the detail guidance module of the backbone network in the encoder, and a joint loss function is used to supervise the
whole network’s training. We achieved 76.9% mloU at 110.7 FPS on the Cityscapes dataset, a 2.4% improvement in
accuracy over the benchmark algorithm STDCSeg, and 72.2% mloU at 177.6 FPS on the Camvid dataset, satisfied the
requirements of the real-time segmentation task. © 2023 IEEE.
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Abstract: Distributed denial-of-service attacks using Internet Control Message Protocol version 6 messages can
cause serious damage to IPV6 networks, resulting in huge economic losses. In this paper, we propose a packet
feature-based dataset that can be used as a standard dataset for IPV6 attack detection systems and we named as
LMIPV6ATK. The dataset is generated from a virtual network and contains both normal and multiple ICMPV6 DDOS
attack traffic. Three classifiers: Naive Bayesian, decision tree, and random forest are used to test the dataset for the
sake of tesifing the accuracy of our dataset. The accuracy of all three classifiers with multiple training is greater than
95%. The average accuracy was 96.73%. Among the results,Random forest takes the longest time, with an average
accuracy of 98.77%. Thus,we can draw an conclusion that LMIPV6ATK dataset can be proved to be accurately applied
to the attack detection system with high detection accuracy and low false alarm rate. © 2023 IEEE.
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Abstract: In this paper, we investigated covert communication in D2D-Enabled cellular network scenario and proposed
to improve the covert transmission rate with the assistance of a UAV-IRS (Unmanned Aerial Vehicle with Intelligent
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Reflecting Surface) mobile relay. The use of UAV-IRS enables D2D transmitters on the ground to transmit sensitive
information covertly to D2D receivers without detection by warden Willie. We first determine an optimal detection
threshold and derive the detection error probability at Willie, this probability represents the worst-case legitimate
transmission. Then, we maximize the covert transmission rate through the maximum transmission power of D2D
transmitters, optimal phase shift and optimal horizontal position of UAV-IRS. Simulation results are presented the
effectiveness of UAV-IRS-aided covert communication of D2D-enabled cellular networks. © 2023 IEEE.
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Abstract: Since multi-person pose estimation in crowded scenes still suffers from problems such as small detection
targets, resulting in low pose estimation accuracy, we propose a correction algorithm for multi-person pose estimation
based on the improved YOLOVS5. Firstly, in the backbone network of YOLOV5, the Jumping Attention Mechanism
module is incorporated to help the networks find the region of interest in the images; Secondly, in the neck network, the
joint use of the Jump Attention Mechanism module and the Transformer encoder allows the network to acquire global
information and contextual information. Finally, the key point object information obtained from the network prediction
is used to correct the pose object information to get the final multi-person pose estimation results. The experimental
results show that the method in this paper improves AP50 by 2.2% and AP75 by 3.3% over YOLOv5 on the COCO
dataset, which verifies the accuracy and robustness of the approach in this paper. © 2023 IEEE.
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Abstract: This paper explores the utilization of double intelligent reflecting surfaces (IRSs) in wireless communication
systems to enhance signal propagation. By dynamically adjusting the reflecting elements of the IRSs, we can efficiently
manipulate the signal direction to improve the communication performance such as data rate. Nonetheless, due to the
passive nature of the reflecting elements, it is quite challenging to accurately measure the channels directly between
the base station (BS), the IRS, and the users based on the conventional channel estimation methods. To address
this, we propose to apply a machine learning algorithm that bypasses the traditional channel estimation process and
optimizes system parameters by directly extracting information from the received pilot signal. Through extensive
simulations, we demonstrate the effectiveness of our proposed method in enhancing the performance of wireless
systems incorporating double IRSs. © 2023 IEEE.
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72. A Detection Method for Alzheimer's Disease Based on Long-Term Visual Features
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Abstract: Alzheimer's disease (AD) is a neurodegenerative disease characterized by cognitive impairment. At present,
there is no effective treatment for the disease, which has brought great harm to patients and society. Therefore, it is of
great significance to explore the early detection method of Alzheimer's disease. In recent years, with the development
of computer vision and deep neural networks, using deep neural networks to detect early Alzheimer's disease has
attracted more and more researchers' attention. And gait abnormalities caused by Alzheimer's disease are gradually
known. Based on this, this paper proposes a method to detect Alzheimer's disease using long-term visual features, and
proves the effectiveness of the method through experiments. And discuss the characteristics of such tasks. It provides
a basis for the development of deep neural network detection methods for cognitive disorders such as Alzheimer's
disease in the future. © 2023 IEEE.
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Abstract: This work explores the efficacy of multidimensional (Multi-D) signal features in detecting covert
communication, specifically considering time-domain features, frequency-time features, frequency offset, and SNR.
To this end, we propose two novel machine learning (ML)-based detection schemes utilizing these signal features:

a supervised learning approach employing k-nearest neighbors (KNN) and an unsupervised learning approach
leveraging density-based spatial clustering of applications with noise (DBSCAN). To assess the performance of
these schemes, we construct a covert communication testbed that enables the extraction of signal features in diverse
electro-magnetic environments. Our experimental results show that both the KNN-based and DBSCAN-based
schemes outperform traditional energy-based detection methods, and that our proposed schemes are more effective in
identifying covert communication in complex electromagnetic environments. © 2023 IEEE.
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Abstract: This paper studies a two-dimensional physical layer (PHY-layer) authentication scheme based on carrier
frequency offset (CFO) and phase noise (PHN) to counteract the identity spoofing attack launched by illegitimate
unmanned aerial vehicles (UAVS) in UAV-aided communication systems. Particularly, we first adopt the expectation
conditional maximization (ECM) and extended Kalman filtering (EKF) methods to extract fingerprints from the received
signals. Then, we formulate the problem of PHY-layer authentication as a binary hypothesis testing. Moreover, we
theoretically derive the analytical expressions for the false alarm and detection probabilities based on the statistical
analysis. Finally, extensive numerical simulations demonstrate the effectiveness of the proposed scheme and validate
the correctness of the developed theoretical models. © 2023 IEEE.
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Abstract: The rise of artificial intelligence brings information security challenges for intelligent connected vehicles.
Securing the CAN is crucial to ensuring the overall security of the in-vehicle network. Traditional cryptography
technology faces challenges of low computational efficiency and excessive data load when identifying ECU. This paper
proposes a light-weighted machine learning based identification algorithm that leverages the physical characteristics of
ECU. By analyzing the CAN voltage signals in the time and frequency domains, reducing the data load and choosing a
suitable classification model, this method achieves high accuracy, high efficiency and low load for safety identification
in-vehicle networks. The experimental results on the data sets of both actual vehicles and CAN bus prototypes have
verified the rationality and feasibility of the method. © 2023 IEEE.
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Abstract: Blockchain technology can be used to solve the problems of single point of failure and lack of trust in
network-affiliated storage systems due to the centralized characteristics, but the existing schemes suffer from poor
consensus performance and low storage efficiency, etc. To this end, a blockchain aggregation consensus algorithm
for NAS is designed. The algorithm ensures fairness by introducing a storage volume probability mechanism, so that
the probability of a node obtaining the bookkeeping right is proportional to the size of the storage volume it has, and
guarantees uniqueness by designing a position mapping mechanism to ensure that one and only one node obtains
the bookkeeping right at each block out round. The bookkeeping node combines the responsibilities of a management
node, while using the storage proof mechanism to ensure data security. The experiments show that the system has
significantly improved in scalability, openness and security compared with the scheme using traditional consensus
algorithm. © 2023 IEEE.
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Abstract: With the emergence of new services in fifth generation (5G) networks, computation offloading based on
mobile edge computing (MEC) has emerged as a promising research paradigm in resource-constrained networks. An
unreasonable offload strategy can result in high energy consumption and uncertain latency during the offload of such
latency-sensitive, computationally intensive computing tasks. In this paper, we decouple the original computational
offloading problem into a resource planning problem and an offloading strategy problem. Considering the edge server
load state change and user mobility, we design the computational offloading scheme using a game theory approach
based on the task offloading ratio and resource allocation ratio. The simulation results show that the proposed scheme
has higher system utility compared with the traditional scheme. © 2023 IEEE.
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Abstract: As an important infrastructure for future commu-nication networks, low earth orbit (LEO) satellite
constellation networks are facing the risk of satellite failure due to equipment faults. How to protect the service requests
affected by failed satellite becomes a critical issue. This paper investigates service request protection in LEO satellite
constellation networks under the scenario of satellite node failure. A service request protection scheme against satellite
node failure is proposed based on integer linear programming (ILP) by fully using the available resources in the LEO
satellite constellation networks. We also provide numerical results to illustrate the proposed scheme. © 2023 IEEE.
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Abstract: With the increasing frequency of data circulation and sharing in power monitoring systems, traditional
network-centric protection strategies are insufficient to resist the growing risk of data leakage. This article analyzes the
security risks in existing typical data circulation and sharing scenarios based on the demand for data security sharing
in power monitoring systems. A data security protection technology framework covering the source layer, interaction
layer, and terminal layer has been proposed from the perspectives of basic protection capabilities and key protection
technologies, as well as an evaluation method for the protection technology capabilities of data circulation and sharing.
This provides a reference idea for effectively enhancing the data circulation and sharing protection capabilities of power
monitoring systems. © 2023 IEEE.
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Abstract: Unmanned aerial vehicles (UAV), also known as drones, are wireless communication devices that have
flexibility, mobility, and efficiency as their core attributes. These features enable UAV to play vital roles in various
application scenarios, such as traffic prediction, emergency rescue, military reconnaissance, etc. Therefore, UAV have
attracted considerable attention in the rapidly developing wireless communication technology. Internet of Drones(loD)
is an internet formed by a large number of UAV. To ensure the security and legitimacy of loD, authentication of

UAV nodes is required. However, the dynamic change of loD topology and the frequent authentication may cause
instability of inter-node communication. Therefore, designing efficient and lightweight authentication solutions has
significant meaning. In this paper, we review the latest research on UAV authentication mechanisms. We also discuss
the application of traditional techniques and the development of emerging technologies. Finally, we provide a further
outlook on the development direction of the authentication research in loD. © 2023 IEEE.
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Abstract: Blockchain-enabled Internet of Things (IoT) can ensure security and trust in distributed environments
through consensus mechanisms, becoming important application scenarios for secure computation offloading of
smart devices. In the |oT, smart devices usually upload complex computing tasks to the base station (BS), and then
obtain corresponding mobile edge computing (MEC) servers to perform computing tasks. However, considering the
broadcast characteristics of wireless links and the limited resources of smart devices, task upload links with weak
security protection are easy to be monitored by adversaries. Since traditional information encryption technology and
physical layer security (PLS) technology focus on protecting information content, the existence of upload links is
difficult to be protected, which may attract potential adversaries to launch serious attacks after discovering links. Due to
the fact that physical layer covert communications aim to complete information transmission without being discovered
by adversaries, we propose covert communication-assisted computation offloading schemes in blockchain-enabled
loT for smart devices. The energy consumption of the computation offload schemes is optimized while ensuring the
covertness of the task upload link, the matching satisfaction of sensors and MEC servers. Numerical results show
that the proposed schemes can obtain the maximum effective covert rate while reducing the energy consumption of
computation offloading. © 2023 IEEE.
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Abstract: The increase of deep space (DS) exploration missions suggests that it would be difficult for the existing

interplanetary networks (IPNs) to cope with the growing interplanetary data transfer (IP-DT) demands without topology

scaling. Therefore, this paper studies how to expand an IPN by deploying new relay satellites and optimizing their

orbit parameters in account of the routing and scheduling of IP-DTs, such that the improvement on the IPN's overall

performance can be maximized. We formulate an optimization model to tackle the IPN topology scaling problem and

propose an effective heuristic for time-efficient problem-solving. Simulations verify the performance of our proposal. ©

2023 IEEE.
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Abstract: This scheme proposes a new traceable and revocable attribute-based encryption scheme on the lattice
(LTR-ABE). First, the attribute-based encryption scheme is more suitable for today's distributed networks and can
provide flexible access control. The access control policy used in this paper is the access tree structure, which is
applied to the ciphertext policy attribute-based encryption. Second, when a user leaves the system or the key is
compromised, the user needs to be revoked from the system. Therefore, the user is tracked to determine whether

it is a malicious user and then revoked. More importantly, our proposed revocation mechanism does not need to
update the key to achieve revocation. The algorithm is run by an honest and trusted data service manager (DSM)

in a cloud server. With the development of quantum computers, the traditional cryptographic mechanism based on
bilinear pairs cannot resist quantum attacks. Therefore, our cryptographic scheme is proposed based on lattice theory,
specifically the Learning with Error (LWE) problem in lattice, which is resistant to quantum computer attacks. Thus, a
new revocation mechanism is implemented in the study of postquantum cryptography. © 2023 IEEE.
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Abstract: This paper proposes a novel unsupervised model for multivariate time series anomaly detection (TSAD),
targeting the challenges of sparse and unlabeled abnormal data, as well as high dimensionality in 10T applications. The
core of our model is to extract spatiotemporal dual features through a coherent architecture that captures both temporal
dependencies and spatial correlations among multiple variables. Specifically, a deep autoencoder is employed to
capture the spatial features of multivariate time series data, while a multi-scale sparse Transformer network is used

to extract the temporal features. An anomaly detection module based on the dynamic threshold POT method is used
for detect anomalies, and extensive experiments are conducted on publicly available datasets. The result on the
SMAP dataset show that our proposed model improves the precision and F1 score by 11.3% and 5.48% respectively
compared with the latest baseline method. On the NAB dataset, the F1 score is increased by 0.47%. On the SWaT
dataset, the precision is improved by 0.62%. © 2023 IEEE.
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Abstract: The scalability issue in blockchain seriously restricts the performance of blockchain and limits the practical
development of blockchain applications. Existing schemes are mainly divided into blockchain sharding and off-chain
payment channels. Blockchain sharding technology splits the blockchain network into multiple sub-networks, each of
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which is called a shard. Each shard contains only some nodes, which can independently verify, store, and process
transactions in parallel, thus improving the performance and handling capacity of the system. Most of the existing
shard technologies start from the complete shard type, dividing each shard in terms of storage and communication,

in order to maximize the system handling capacity. However, these approaches also bring with them the processing
burden of cross-shard transactions. This paper proposes a sharding system with a tree-based structure, dividing the
shard system into i-shards and b-shards according to their respective functions. Combining these two features with the
consensus approach in design, we reduce the communication and consensus complexity of cross- shard transaction
processing. In addition, we use a lightweight storage design, which reduces the storage pressure on the system.
Finally, we analyze the safety of the system during operation and investigate the pressure advantage of utilizing this
particular structure. With 6,400 nodes and 32 shards in the system, we come up with a pretty good security guarantee.
© 2023 IEEE.
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86. Defense Against Adversarial Attacks via Adversarial Noise Denoising Networks in Image
Recognition
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Abstract: Deep learning-based image recognition technology has significantly advanced the development of modern
industrial intelligence. However, the issue of image adversarial examples that follows has gradually garnered the
attention of researchers. By injecting adversarial disturbances that are difficult for humans to detect into the image,
the deep learning model generates incorrect results, severely impacting the security of deep learning applications.
To address this problem and improve the accuracy and robustness of deep learning image recognition models,
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a combined adversarial examples detection method based on residual learning and difference assessment has

been proposed. To start, an image denoising module, based on residual learning and named ANDNet, is designed.
This method incorporates a depth separable convolution structure and conducts step processing on the channel
number of the hidden layer in ANDNet, which significantly reduces the model's memory consumption and improves its
computational efficiency. In addition, the difference assessment involves computing the 11 norm distance between the
original image and the denoised image softmax output of the classification model, to measure the disparity between the
input image before and after denoising. The obtained detection threshold from the training dataset is integrated with
this difference evaluation to accomplish the task of testing the input image for adversarial detection. Both theoretical
analysis and experimental results confirm the effectiveness of the ANDNet noise reduction network, as well as

the efficacy of the adversarial examples detection scheme in identifying adversarial examples. The model exhibits
exceptional performance in terms of detection accuracy and F1 value. © 2023 IEEE.
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Abstract: Blockchain technology has experienced a rapid growth in recent years, leading to the emergence of various
blockchain-based applications. One of the most prominent examples of such applications is the creation of asset in the
form of token. However, asset on a chain are difficult to transfer to another chain due to the heterogeneity of different
types of blockchains. Cross-chain asset transfer technology enables the transfer of value between blockchains and
can improve the scalability of blockchains. This paper provides a systematic overview of cross-chain asset transfer
schemes, introducing their classification, main challenges, and representative implementations. Furthermore, this
paper summarizes and proposes the future research directions of cross-chain asset transfer schemes. © 2023 IEEE.
Number of references: 40

Main heading: Blockchain

Uncontrolled terms: Asset transfer - Block-chain - Cross-chain transaction - Future research directions - Rapid
growth - Transfer scheme - Transfer technologies

Classification code: 723.3 Database Systems

DOI: 10.1109/NaNA60121.2023.00041

Funding Details: Number: 2242023K30034,BK20202001, Acronym: -, Sponsor: -; Number: 2020YFB1005500,
Acronym: NKRDPC, Sponsor: National Key Research and Development Program of China; Number: 2242022R10107,
Acronym: -, Sponsor: Fundamental Research Funds for the Central Universities;

Funding text: VI. ACKNOWLEDGE This research work was supported by the National Key Research and
Development Project of China (Grant No. 2020YFB1005500), the Major Research Project of Jiangsu Province:’Leading
the Charge with Open Competition’(Grant No.SBA2022050016),the Fundamental Research Funds for the

Central Universities (N0.2242022R10107), the Leading-edge Technology Program of Jiangsu Natural Science
Foundation (Grant No. BK20202001), and the Fundamental Research Funds for the Central Universities (Grant
N0.2242023K30034).

Compendex references: YES

Database: Compendex

Data Provider: Engineering Village

Compilation and indexing terms, Copyright 2023 Elsevier Inc.

88. A Real-Time Attack Detection Scheme Based on Multi-Source Information with False
Flag Data

Accession number: 20234715078068

Authors: Li, Han (1); Zhang, Zhiwei (1, 2); Duan, Hao (1); He, Yi (3); Xi, Ning (4)

Author affiliation: (1) School of Computer Science and Technology, Xidian University, Shaanxi, Xian; 710071, China;
(2) Institute of Network Information, Academy of Systems Engineering, Academy of Military Sciences, Beijing; 100141,
China; (3) Tencent Technology Co., Ltd., Chengdu; 610095, China; (4) School of Cyber Engineering, Xidian University,
Shaanxi, Xi‘an; 710071, China

Corresponding author: Zhang, Zhiwei(zwzhang@xidian.edu.cn)

Source title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023
Abbreviated source title: Proc. - Int. Conf. Netw. Netw. Appl., NaNA

Part number: 1 of 1

Issue title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023

Issue date: 2023

Publication year: 2023

Pages: 46-51

Language: English

ISBN-13: 9798350327380

Document type: Conference article (CA)

Conference name: 2023 International Conference on Networking and Network Applications, NaNA 2023

Conference date: August 18, 2023 - August 21, 2023

Conference location: Qingdao, China

Conference code: 193846

Publisher: Institute of Electrical and Electronics Engineers Inc.

Abstract: In recent years, the issue of cyber security has received unprecedented widespread attention and in-depth
research. Network false flag attacks have characteristics of stealthiness and persistence, which leads to the static
feature matching-based methods misjudging the attack category. At present, the dynamic behavior detection methods
based on audit logs have the disadvantages of low reliability, poor real-time performance and low efficiency. Therefore,
in this paper, we propose a multidimensional information-based network false flag attacks detection method, which
generates state subgraphs by extracting and processing real-time operation information and audit logs of the system.
Then, by comparing the clustering results of the current system operation with the historical state, we determine
whether the behavior is malicious or not. For malicious behaviors, we cluster the behaviors with the same purpose into
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groups, and the security analysts label the attack type of each group. The subsequent behaviors can be automatically
labeled with attack type according to their clustering results and therefore realize semi-supervised classification. We
demonstrate the effectiveness of our method in an attack scenario, our approach achieves an accuracy of 94.55% for
false flag attacks detection and an accuracy of 89.62% for semi-supervised classification. © 2023 IEEE.
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Abstract: Most of the existing state-of-the-art human pose estimation methods mainly pursue improving the precision
of human pose estimation, ignoring the model's complexity and making it impossible to deploy it on resource-
constrained devices. In addition, some other methods overly pursue the model's lightweight, which significantly
decreases the model's precision and affects the experience of practical applications. However, in reality, fast and
accurate applications are often more popular, so this area of research is of some practical significance. To achieve
lightweight deployment and better practical application, A lightweight human pose estimation model based on
knowledge distillation is proposed, which firstly uses group convolution and channel shuffle operation to lighten the
HRNet model to obtain the S-HRNet model. Secondly, a response-based knowledge distillation algorithm is proposed
to use the pre-trained HRNet as the teacher model and S-HRNet as the student model with the help of an offline
knowledge distillation strategy, and the prediction results of the teacher model are used to supervise the learning of
the student model together with the real labels. Finally, this paper conducts a large number of experiments on the MS
COCO dataset proposed by Microsoft, and the experimental results show that the model in this paper has a higher
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average precision and lower number of parameters and computations compared to the other models mentioned. ©
2023 IEEE.
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Abstract: Smart contract runs on blockchain platforms and plays a critical role in decentralized applications.
Unfortunately, since smart contracts manage valuable digital assets, attacks against them can result in substantial
economic losses. Especially, most of the attack are carried out by exploiting the vulnerabilities in smart contracts.
Aiming to perform efficient and comprehensive identification for contract vulnerabilities, there emerges a number of
research on smart contract security and vulnerability detection. This paper provides a comprehensive surveys on
various smart contract vulnerabilities and corresponding detection methods proposed in recent years. Meanwhile, this
paper implements an automatic discover approach by using static analysis for smart contract vulnerability, which can
effectively identify and localize vulnerabilities within contracts. Experimental results show this method can precisely
locate and classify contract vulnerabilities. © 2023 IEEE.
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Abstract: This paper proposes a new loss function called Subtractive Angular Margin Loss (SAML) for product
retrieval in the electronic retail industry. Product retrieval aims to find specific goods from a large classification of items
at the Stock-Keeping Unit (SKU) level. SAML improves upon ArcFace loss by changing the decision boundary from
an additive angle to a subtractive angle, which prevents over-compressing sample features of each class in angular
space and better distinguishes complex patterns of different products. The performance of SAML is compared with
other conventional loss functions using ResNet as standard backbone network on the Products-10k dataset, which
contains almost 10,000 SKU-level products. Experimental results show that SAML outperforms other loss functions
and achieves 1.58% improvement on top-1 accuracy compared to ArcFace. © 2023 IEEE.
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Abstract: As a recent breakthrough in generative artificial intelligence, ChatGPT is capable of creating new data,
images, audio, or text content based on user context. In the field of cybersecurity, it provides generative automated Al
services such as network detection, malware protection, and privacy compliance monitoring. However, it also faces
significant security risks during its design, training, and operation phases, including privacy breaches, content abuse,
prompt word attacks, model stealing attacks, abnormal structure attacks, data poisoning attacks, model hijacking
attacks, and sponge attacks. This paper starts from the risks and events that ChatGPT has recently faced, proposes a
framework for analyzing cybersecurity in cyberspace, and envisions adversarial models and systems. It puts forward a
new evolutionary relationship between attackers and defenders using ChatGPT to enhance their own capabilities in a
changing environment and predicts the future development of ChatGPT from a security perspective. © 2023 IEEE.
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Abstract: With the rapid development of mobile Internet and Internet of Things applications, the traditional cloud
computing model can provide centralized remote services, but when the amount of data increases sharply, it has
been unable to effectively process the data generated by edge devices. To address these challenges and efficiently
utilize distributed computing resources, edge computing emerges. With the rise of edge computing, more and more
attention has been paid to its security threats and countermeasures. This paper first introduces the basic definition,
architectural features, and current security threats of edge computing, then discusses the privacy protection issues

in edge computing, and systematically expounds the latest research results at home and abroad. The application of
privacy-preserving computing technology in computing, discusses the development trend of edge computing, and
proposes further research directions. © 2023 IEEE.
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94. DLPriv: Deep Learning Based Dynamic Location Privacy Mechanism for LBS in Internet-
of-Vehicles
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Abstract: In the Internet of Vehicles (loV), location-based service providers rely on collecting and analyzing user-
generated trajectory data to deliver high-quality experiences anytime and anywhere. However, the utilization of data
mining technologies raises concerns regarding the potential inference of personal privacy information, posing security
risks to user privacy. Existing studies typically use differential privacy to obfuscate actual trajectories, albeit at the cost
of reduced data utility. To address this challenge and strike a balance between privacy and data utility, we propose
DLPriv, a dynamic location privacy mechanism. DLPriv leverages a Long Short-Term Memory (LSTM) network to
predict a driver's next location, which in turn determines the level of data obfuscation. This mechanism considers two
optimization objectives, trajectory privacy and utility, and enables fine-grained control over privacy levels. Experimental
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results demonstrate that our proposed mechanism improves data utility by 37% compared to existing work, while
providing the same level of privacy. © 2023 IEEE.
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Abstract: Camera relocalization is a challenging problem in computer vision, particularly for unmanned aerial vehicles
(UAVs) due to their mobility, limited resources, and harsh conditions. Although several methods exist for camera
relocalization, they suffer from limitations such as indoor bias, limited accuracy and range, high computational

cost, and single-camera assumption. This highlights the need for more efficient and robust camera relocalization
methods for UAVs. To address this challenge, We propose a realtime UAV camera relocation system that utilizes

an unsupervised deep learning framework to learn image relationships. Transfer learning from large-scale classified
data enables faster training and higher accuracy. The system employs image retrieval and a convolutional neural
network to match features from a single RGB image with location information in a database. It achieves strong
rotational invariance, enhancing its performance and versatility in various scenarios. The system has demonstrated
high accuracy and robustness in large outdoor scenes, with each image taking only 0.6 seconds to compute. © 2023
IEEE.
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Abstract: With the development of smart city transportation systems, developing reasonable dispatching strategies
for idle ride-hailing vehicles has become an urgent research problem. In this paper, we address the short-sightedness
issue of existing dispatching strategies and design a ride-hailing dispatching model based on deep reinforcement
learning in the Markov decision process(MDP) framework to obtain long-term dispatching strategies with foresight.
Firstly, we define the basic framework of agent and optimize the dispatching strategy of ride-hailing services by
defining a metric that combines instant revenue with the demand situation of the next state in the action space as a
reward function. Then, we construct an order-matching system simulator based on historical order data sets to facilitate
interaction between the intelligent agent and the environment. Finally, based on the Bellman optimality equation, we
approximate the value function using the Eval Net and Target Net, and train the model using Temporal Difference
Learning. Simulation experiments demonstrate that this approach can increase driver income, provide more services to
passengers, and effectively improve the operating efficiency of the transportation network. © 2023 IEEE.
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Abstract: In the edge computing environment, the data on edge computing is at risk of leakage due to the variety and
wide distribution of nodes. As a new distributed machine learning framework, federated learning can effectively solve
the privacy and security problems of users' information data in different fields. However, in federated learning, with the
continuous landing of Al applications and the growing demand for model reasoning services, the resources consumed
by federated learning will exceed the computing power of edge computing, so it is necessary to study the resource
allocation strategy of edge computing for federated learning. This paper first introduces the concepts of federated
learning and edge computing, and resource allocation strategies based on edge computing; Then it introduces the
challenges faced by federated learning and the operating system framework of edge computing based on federated
learning; Secondly, it combs the resource allocation strategy of edge computing based on federated learning; Finally,
the paper summarizes the work of the full text and analyzes the future development trend of resource allocation under
Federated learning. © 2023 IEEE.
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Abstract: Federated learning (FL) is a collaborative learning method on distributed data, which can protect data
privacy, reduce server burden, and improve model performance. However, in practical applications, the data of
different clients often do not satisfy the independent and identically distributed (11D) assumption, causing the instability,
and non-convergence of model training. To solve this problem, some schemes have been proposed, such as
personalized federated learning, data augmentation, model update and aggregation improvement, etc. However,
these schemes do not fully consider the difficulty difference between client data, which may affect the robustness and
generalization ability of the model on different clients. Therefore, in this paper, we propose an effective FL optimization
method (CDB-W-FL) for non-11D data via Class-Difficulty Based Weights. We utilize the class-difficulty based weights
to measure the difficulty level of each class sample on each client. Then, we apply the class difficulty weight to the
model update and aggregation process, so that the model can pay more attention to the more difficult samples and
balance the contributions of different clients. We conduct experiments on famous public datasets and show that the
proposed CDB-W-FL achieves better performance than existing schemes in terms of accuracy, convergence speed,
and robustness under non-IID data. © 2023 IEEE.
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Abstract: Internet of Vehicles (IoV) is a network built by communicating entities such as vehicles and roadside
infrastructure, etc. The entities can communicate with each other, sharing data and providing services. However, the
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openness and interoperability (location services) of oV makes the communication entity vulnerable to attacks. when
the vehicle requests location services, it will expose its own location information, which will cause serious personal
safety problems. To address the location privacy leakage problem in the loV, this paper proposes a pseudonym
exchange-based traceable location privacy protection scheme for loV. Our scheme not only provides location privacy
protection, but has the following properties: First, the whole pseudonym exchange process does not require trusted
third-party participation; Second, each vehicle performs a series of hash operations on several dynamic anonyms
and obtains a corresponding fixed-length hash value as the corresponding account in order to cut off the connection
between the real identity, which is different in each run. If a vehicle is compromised and utilized to launch attack, the
trusted center (CA) can also recover his/her real identity; Last, the experimental results show that the pseudonym
exchange process and pseudonym update process cost less time compared to relevant literature. Hence, these
features make our scheme very suitable for computation-limited mobile devices compared with other related existing
schemes. © 2023 IEEE.
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Abstract: Federated learning has become an effective method to realize collaborative learning among multiple data
centers. However, the problem of privacy leakage has not been perfectly solved. We proposed a scheme based on
homomorphic encryption with random privacy masks to cope with the problem of private leakage caused by honest but
curious participants. Through combining Paillier encryption scheme with privacy mask, security of the learning process
is enhanced with a trivial computation and communication cost. Experimental results show that the decryption time is
reduced by more than half after using CRT optimization, without degrading the training precision. © 2023 IEEE.
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Abstract: the traditional distributed storage method realizes the decentralized storage of data to a certain extent, but
there are still some problems, such as excessive waste of storage space, low security, low storage efficiency and so
on. In order to solve these problems, this paper designs a high security storage scheme with adaptive selection of
storage nodes, anti-loss and theft, and anti-repudiation, among which, on the one hand, it realizes the efficient storage
of data and reduces the space occupation rate. On the other hand, it maintains the security, integrity and availability of
the data throughout the life cycle of storage. © 2023 IEEE.
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Abstract: Content moderation is a critical issue for media providers to protect viewers from harmful content and also to
build a good reputation with the public. Due to the lack of a trustworthy and effective quality management mechanism
for content moderation, the heavy workload of content moderation remains difficult for media providers. In this paper,
we propose a decentralized management mechanism for content moderation, in which the permissioned blockchain
provides credible, transparent and verifiable infrastructure and the smart contracts ensure the automatic execution of
pre-set management rules. The proposed mechanism combines a quality evaluation and monetary incentive method
based on authenticity historical data, aiming to achieve long-term sustainable quality improvement. Experimental
results show that our mechanism can successfully execute the preset management rules automatically, which can
simplify the management complexity and avoid human intervention. © 2023 IEEE.
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Abstract: To address the problems of high communication overhead and complexity of the practical Byzantine fault-
tolerant (PBFT) consensus algorithm applied to federated chains, an efficient Byzantine fault-tolerant consensus
algorithm E-PBFT is proposed based on the improved PBFT algorithm. First, the random matching rules are designed
to design the all-nodes broadcast communication between nodes as a single communication of random nodes.
Second, the random matching rules are embedded in the Commit phase of the PBFT algorithm. Finally, the progress
of lagging nodes is synchronized using an acknowledgement mechanism. Experimental analysis shows that compared
with the PBFT algorithm, the E-PBFT algorithm can significantly reduce the transaction latency and increase the
throughput of the federated chain by more than 30% while having Byzantine fault tolerance. © 2023 IEEE.
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Abstract: This paper focuses on the covert communication in a multi-input multi-output (MIMO) system, where a
multiantenna transmitter A conducts covert communication with a multi-antenna receiver B with the help of a multi-
antenna jammer J, against the detection of a single-antenna warden W. We first provide theoretical modeling for the
detection error probability at W and covert rate from A to B. We then explore the optimal jamming design of J based on
zero-forcing (ZF) beamforming and devise an iterative algorithm to determine the related optimal precoding matrix for
covert rate maximization. Finally, we provide extensive numerical results to illustrate the impact of system parameters
on covert performance. © 2023 IEEE.
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Abstract: Low-dimensional embeddings of nodes in large graphs remain a main topic of graph representation learning
and have proven useful in addressing many problems such as link prediction and node clustering. However, most
transductive learning results can only address one problem at a time because when embedded vectors fit into a space
that is suitable for an exact task, lots of information that is critical for other tasks is lost. We present a new model that
uses topological data analysis methods to regularize graph auto-encoder so as to preserve topological structures of
node feature space on latent space. Our method not only extends the representational capability of embedded vectors
but also promotes accuracy of the model when applying it to some real-world datasets. © 2023 IEEE.

Number of references: 32

Main heading: Vector spaces

Controlled terms: Data handling - Graph theory - Information analysis - Learning systems - Signal encoding
Uncontrolled terms: AS-links - Auto encoders - Graph auto-encoder - Graph representation - Graph
representation learning - Large graphs - Link nodes - Link prediction - Low dimensional embedding - Topological
data analysis

Classification code: 716.1 Information Theory and Signal Processing - 723.2 Data Processing and Image Processing
- 903.1 Information Sources and Analysis - 921 Mathematics - 921.4 Combinatorial Mathematics, Includes Graph
Theory, Set Theory

DOI: 10.1109/NaNA60121.2023.00088

Funding Details: Number: 2022YFB2701800, Acronym: NKRDPC, Sponsor: National Key Research and
Development Program of China;

Funding text: ACKNOWLEDGE This work was supported by the National Key Research & Development Program of
China under Grant 2022YFB2701800.

Compendex references: YES

Database: Compendex

Data Provider: Engineering Village

Compilation and indexing terms, Copyright 2023 Elsevier Inc.

106. Online Tobacco Width Detection Based on Skeleton Detection Algorithm
Accession number: 20234715078062
Authors: Jiang, Huayuan (1); Xie, Xin (1); Fan, Jianan (1); Hou, Shicong (1); Chen, Huan (1)

Content provided by Engineering Village. Copyright 2023 Page 88 of 97


http://www.engineeringvillage.com

- www.engineeringvillage.com
) Detailed results: 115

Downloaded: 11/30/2023

Author affiliation: (1) China Tobacco Jiangsu Industrial Co. Ltd, Nanjing Cigarette Factory, No.31 Xinglong Street,
Jianye District, Nanjing; 210019, China

Source title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023
Abbreviated source title: Proc. - Int. Conf. Netw. Netw. Appl., NaNA

Part number: 1 of 1

Issue title: Proceedings - 2023 International Conference on Networking and Network Applications, NaNA 2023

Issue date: 2023

Publication year: 2023

Pages: 428-433

Language: English

ISBN-13: 9798350327380

Document type: Conference article (CA)

Conference name: 2023 International Conference on Networking and Network Applications, NaNA 2023
Conference date: August 18, 2023 - August 21, 2023

Conference location: Qingdao, China

Conference code: 193846

Publisher: Institute of Electrical and Electronics Engineers Inc.

Abstract: The width of cut tobacco is a crucial factor that affects the quality and performance of cigarettes. However,
conventional methods for measuring tobacco width are time-consuming, labor-intensive, and prone to errors. In this
paper, we propose a novel method for online tobacco width detection based on a skeleton detection algorithm. Our
method can automatically extract suitable points for width measurement from irregularly shaped and occluded tobacco
images, and calculate their widths based on the skeleton slope. We evaluate our method on different tobacco samples
with various widths and demonstrate that it can achieve high accuracy and efficiency, as well as real-time monitoring of
tobacco width on the production line. © 2023 IEEE.
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Abstract: Object detection in sonar images is a key task for underwater exploration and surveillance. However,
existing methods either rely on manual feature extraction or suffer from limited data availability. To address these
challenges, we propose to apply few-shot object detection algorithms on sonar image datasets with scarce samples.
Specifically, we use two state-of-the-art few-shot learning algorithms, TFA and Meta R-CNN, to detect and locate
underwater object in side-scan sonar images. Our experimental results show that these algorithms can achieve
high accuracy and robustness in few-shot object detection scenarios, demonstrating their potential for enhancing
underwater sonar image object detection. © 2023 IEEE.
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Abstract: Federated learning as an emerging machine learning paradigm has received much attention due to its
security feature of only uploading trained model gradients instead of raw data. However, it has been demonstrated
that shared gradients may expose sensitive client data, and malicious clients could upload poisoned model gradients,
disrupting the global model's convergence. Although existing privacy protection schemes and malicious client detection
schemes for federated learning have been proposed, these detection schemes under privacy protection still have high
communication and computational overhead. To address the above issues, we propose TGS-SM, a privacy-preserving,
byzantine-robust, and computationally-efficient federated learning framework. Specifically, we identify the malicious
client based on the similarity of the index mask generated by the Top-k mechanism. Additionally, we combine the
shuffle mechanism and the dual-server framework to ensure privacy protection. Extensive experiments have shown
that our scheme can achieve efficient defense while ensuring the accuracy of the global model. © 2023 IEEE.
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Abstract: In order to solve the problem that the similarity method used in software module clustering can produce
arbitrary decision, and the description matrix of dendrogram generated by base clustering in hierarchical clustering
combination does not consider more characteristics of entities, a hierarchical clustering combination method based
on intuitionistic fuzzy similarity (HCC-IFS) was proposed. In the process of entity similarity calculation, the intuitionistic
fuzzy set theory and similarity calculation method are used to provide membership and non-membership attributes
for each entity, so as to improve the merging efficiency and solve arbitrary decision problems. In the description
matrix representation of base clustering, the absolute and relative features obtained from the dendrogram are used to
construct the description matrix, and the generated description matrix is combined. Finally, the proposed algorithm is
verified by experiments. Experimental results show that HCC-IFS can produce better clustering results and improve the
recovery quality of software architecture. © 2023 IEEE.
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Abstract: Federated Learning (FL) is a privacy-preserving machine learning technique that trains models on client
devices and only uploads new model gradients to servers for aggregation. However, transmitting the true gradients
introduces the risk of reverse inference attack, which can compromise client privacy. To address this issue, we present
the federated learning aggregation scheme based on privileged secret sharing (FLAP). Firstly, we present privileged
secret sharing by combining the one-time pad with shamir secret sharing. Secondly, we introduce game theory to
generate games between servers to resist collusion attacks. Finally, the analysis demonstrates that FLAP enables
the server to successfully update the global gradient while ensuring the utmost protection of client privacy and FLAP
achiev the effect of resisting collusion attack and reverse inference attack. We have proved through experiments that
FLAP is 26.42% more efficient than the current scheme, and has strong robustness to drop out. © 2023 IEEE.
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Abstract: The advent of cloud platforms has revolutionized the landscape of modern business and user computing
by providing a scalable and cost-effective alternative to the traditional model of purchasing and maintaining
equipment. However, the coresidence feature, which is inherent to virtual machines (VMs) in cloud platforms, creates
vulnerabilities that attackers can exploit to launch cache-based side-channel attacks, thereby compromising the
security of user information. To address this problem, this paper proposes a hot migration algorithm based on a
multiarmed bandit (MAB) model, which leverages physical machine (PM) migration between PMs to mitigate side-
channel attacks in the cloud. Our proposed algorithm achieves the optimal timeaverage reward and ensures the
security of the cloud platform, thereby outperforming other algorithms. The findings of this study have significant
implications for the development of secure cloud computing systems, with the potential to enhance user privacy and
safeguard against cyber threats. © 2023 IEEE.
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Abstract: Data collection can provide services and convenience for people, but disclosure of personal privacy during
data collection can be harmful. So, it is needed to protect personal privacy while collecting data. Randomized response
is a reliable privacy-preserving technique. For multi-dimensional data, the most direct mechanism is RR-Independent,
which applies randomized response on each attribute independently. After applying the RR-independent mechanism,
the joint distribution of perturbed data needs to be modified in order to be close to that of input data better. Two
estimation methods of joint distribution, Naive estimation and Castell estimation, are studied in this paper. Then, we
propose a sufficient and necessary condition for the two estimations to be equal. In addition, a mathematical study
shows that Castell estimation is closer to the original distribution of data than that of Naive estimation if the condition
is not satisfied. Finally, numerical experiments are carried out to show that Castell estimation is better than Naive
estimation and the results obtained by the two protocols in the paper are consistent. © 2023 IEEE.
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Abstract: Multiagent deep reinforcement learning (MADRL)-based methods have been widely used to control the
flight of multiple UAVs in high dynamic mobile crowdsensing (MCS). The existing MADRL-based methods assume that
the state used for decision-making, such as GPS position, is accurate. However, the integrity of state is fragility to the
GPS attacks. We formulate this vulnerability as the Physical-Sensing Inconsistency (PSI). Different from the existing
methods that use additional hardware and software to judge the authenticity of GPS signals, we use the technology of
robust deep reinforcement learning to overcome the impact of GPS attacks on UAV flight. Specifically, based on the
existing MADRL algorithm, i.e., Multi-Agent Deep Deterministic Policy Gradient (MADDPG), we add a regularizer to
its policy updating to mitigate the impact of the PSI. Finally, we use theoretical analysis and experiments to verify the
security and effectiveness of the proposed method. © 2023 IEEE.
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Abstract: With the widespread use of mobile apps, empty taxis can easily receive new orders without having to roam

around. Therefore, it is necessary to plan taxi stations where empty taxis can park. In the location selection problem,

the spatial and temporal distribution of passenger demand needs to be considered to ensure that the selected location

can meet the actual needs of passengers. In this paper, a Spatio-Temporal Cube Demand Coverage Model (STC-

DCM) is proposed for taxi station location selection. Firstly, a spatiotemporal demand cube is constructed to obtain

fine-grained user demands based on time and space, and genetic algorithm is used to maximize the demand coverage

rate. Then, the final location selection results are obtained using the fusion module and adjustment optimization

module, where the fusion module integrates multiple location selection solutions using ensemble learning method.

Experimental results show that our proposed model can better cover dynamic passenger demand compared to

traditional models. © 2023 IEEE.
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Abstract: Unmanned aerial vehicle (UAV)-aided Terahertz (THz) relay systems can provide high-speed wireless line-
of-sight (LoS) communications at THz bands, which are envisioned as a key component of 6G and beyond. However,
security is still a significant challenge when adversaries reside in the THz signal beam. This paper investigates

the covert THz communications in a UAV-aided two-hop relay system consisting of a transmitter, a UAV relay, a
receiver, and two UAV wardens detecting the existence of transmissions in both hops. To enhance security, we
consider a friendly jamming scheme that the UAV relay and receiver also serve as jammers to interfere with the two
UAV wardens. We then derive the closed-from expressions for the optimal thresholds of wardens and the minimum
cascaded detection error probability (DEP). Additionally, we derive the cascaded outage probability and average covert
capacity of the covert THz communications. Numerical results are presented to demonstrate the impact of crucial
system parameters on the covert THz performances. © 2023 IEEE.
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